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1 Introduction

The QGrip-SQL-Installer is a separate executable that can be used to quickly install and configure
new SQL Server Instances. Templates are used to ensure uniformity and save time. The QGrip-SQL-
Installer does only support (group) Managed Service Accounts (MSA, gMSA) for the SQL Server Agent
and DBEngine services which is much better from a security point of view. The Templates and Post
Install (hardening and standards) scripts are edited in the QGrip-SQL-Installer.exe and saved in the
QGrip Database.

When the machine, where the SQL Server Instance will run, has been delivered and prepared and all
necessary firewalls are open, you will only need +/- 10 minutes before the SQL Server Instance is up-
and-running. Once running, the Instance has been added to QGrip and authorisation for the Backup
Shares have been set. Only the Instance Schedules need to be activated in QGrip.

The following will be done by the QGrip-SQL-Installer:
e Set block size disks.
e Generate Config file.
Run the setup.
Run all available CU’s and service packs.
Set TCP port number.
Add local firewall rules (Instance port, UDP 1434 and 5022 in case of Always on Instance).
Move System DB Data/Log files (optional).
Adjust start-up parameters.
Add retry start-up services.
Set SPN if needed.
e Set Max Size Tempdb files.
e Set Instance Max/Min Memory.
e Enable AlwaysOn (only AlwaysOn Instance, manual action).
e Run Hardening & Standards Scripts.
e Add gMSA_QGrip$ as SYSADMIN on the Instance.
e Authorise DBEngine account for QGrip Backup Shares.
e Add the Instance to QGrip.
e Set sa (or equivalent) password and save password in QGrip (only mixed mode).
e Trigger Discover of the Instance.
The only manual action is enabling AlwaysOn in SQL Server Configuration Manager when applicable.
A popup will appear when this action is needed.

The QGrip-SQL-Installer should be used to install mainstream SQL Server Instances and will only
install the database engine. If you need to install other options, like SSIS, SSAS and Reporting Service,
you will need to add these options after the install or do the whole install manually.



2 Getting Started

2.1 Prepare

Before you can start installing new SQL Server Instances using the QGrip-SQL-Installer, some
preparation is needed:

1. Prepare QGrip-ToolShare.

2. Create Templates and Post Install scripts (hardening/standards script).

3. Prepare the machine (Instance Host), see section

2.2 Start QGrip-SQL-Installer

The QGrip-SQL-Installer can be downloaded from the QGrip database using the QGrip-Setup. It
contains version control and you will be asked to download the correct version if needed when
starting the executable. The QGrip.ini with the connection string to the QGrip database is needed in
the same directory as the executable.

If you only want to edit Templates and/or Post Install scripts, you can start QGrip-SQL-Installer.exe
from anywhere (QGrip Server?) but if you want to Install a new SQL Server Instance, the executable
needs to be started from new Instance host. If the latter, you can choose to start it directly from the
QGrip-ToolShare or copy the exe- and ini-files to a local directory on the machine and start it from
there.

Run as Administrator

& qGrip-SQL-Installerexe
& QGrip.ini Open

@ Run as administratormmmm

The QGrip-SQL-Installer needs to be started as Administrator. Your AD account needs to be QGrip-
Admin and you must also be Local Admin on the machine.

_Error: SQLCmd not available

Sqlcrnd b

Sqlcmd not available,
Install MsSglCmdLnlUtils.msi

If you get this error message you need- to install the SQLCmdLineUtils, see appendix.

Started on Secondary Domain



DBHaost

Login

Use QGripSQLInstall from Secondary domain?

Database |QGrip

[VMSQLI201\PRD, 1469

[QGripSQLinstall

Connect Cancel

If you run

QGrip-SQL-Installer on a secondary domain, you need to create and use the

QGripSQLInstall account, see appendix.

Offline Install
Offline-Install X

Connection to QGrip Database failed
DBHostPort : ADEVSQL12\PRD, 1480

Database : QGrip

If connection to QGrip database is not possible
from this server [ADEVSQL19], you can perform
an Offline-Install if a template as been exported.

Proceed with Offline-Install?

[ ok | cancer |

If it is impossible to connect to the QGrip database from the Machine where you want to install SQL
Server, you can do an ‘Offline-Install’. It will take 5 seconds before you see the message above
(connection timeout is set to 5 seconds). See section Offline-Install below.

2.3 Main Buttons

QGrip-5QL-Installer Domain: AD

~Install
Domain IAD
SQL Version {2019
SQLEdition  [Standard
Instance Type ¥Da£ault Instance
Instance Name [MSSQLSERVER

L Lef |ef L«

:
L | 2. | 3. | a 5]
v v v v B J
Templates... | ToolShares . | Mew Instance... | Restart I Exit I
The main buttons can be found at the bottom of the main window.



[Templates...] to open the Templates window to edit Templates and Post Install Scripts.
[ToolShares...] to open the ToolShares window where the UNC path to the shares can be set
and found.

[New Instance...] to open the New Instance Host Help window where information needed
for a new Instance Host can be generated like Disk requests according to Template, Firewall
Rules/Checks and Scripts/Instruction to create the DBEngine and Agent accounts.

[Restart] will reset all parameters in the Install window and allow you to start from scratch
again.

[Exit] to close QGrip-SQL-Installer.



3 Install SQL Instance

Take a snapshot/backup of the new Instance Host/Machine before you start and make sure that you
can revert to the snapshot in case the Install fails.

QGrip-SQL-Installer Domain: AD

General L“_SG:TE'I:CE;S% Instance | Directories | TempDB' Software + Scripts | Install +Conﬁg_urei e 1.

~Services
Service Account Startup Type
SQL Server Database Engine | v | |Automatic ~ |
SOL Server Agent I LI |Aulomalrc L’
SQL Full-text Filter Deamon Launcer INT Service\MSSQLFDLauncher ;l |Manual ;]
SQL Server Browser |NT AUTHORITYILOCALSERVICE v | [Automatic ~ |
2| 5. |
Back Next |

Templates.. |  ToolShares.. | Newinstance. | Restat | Ext |

1. The tabs represent the steps that need to be completed. Tab page can only be switched with thé
2. Back and 3. Next buttons. When switching to the next tab, the input is checked and verified.

If you need to adjust the Template you are using, press Templates and adjust the Template. When
you are ready, you will need to push Restart to load the adjusted Template and start all over again.

3.1 Install Tab: General

| General |.Service5.| Instance | Directories | TempDB | Software + Scripts | Install + Configure

~Install
Domain IA[]

SQL Version | 2016

SQL Edition [Standar:i

KR ET{ERYIEd

Instance Type INamed Instance
Instance Name |PRD 1

-

Choose the type of SQL Server Instance you want to Install and press Next.
Instance name is only required for Instance Type ‘Named Instance’ and ‘Always On Instance’.



Mo template available

8 You will need to cre=ate a new Template.

[ ok ]

If there is no template for chosen combination, you will need to create it.

3.2 Install Tab: Services

Genersl _Services [I'ml Directories | TempDB | Software = Scrpts | Install + Configure |

- Services
Service Account Startup Type
SQL Server Database Engine |MSA_DBEng01s i
SQL Server Agent [MsA_AgentDD1S
SQL Full-text Filter Deamon Launcer [NT Service \MSSQLFDLauncher | [Marual ~]
SQL Server Browser [NT AUTHORITY\LOCALSERVICE | Jatomatic +]
Back |

The ‘Startup Type’ is greyed out and the setting in the Template cannot be overruled.
Choose Service Account for the Database Engine and Agent services and press Next.

Service Accounts (MSA, gMSA) will only be shown here if they have been
e created on the AD for this particular Machine and
e have been installed on this Machine

as described in the Prepare Instance Host (Machine) section.

The type of Account shown (MSA, gMSA) depend on the Instance Type chosen in the General tab:

e Default Instance: MSA + gMSA
e Named Instance: MSA + gMSA
e Always On Instance: gMSA

3.3 Install Tab: Instance

| General | Services _Instance | Diectores | TempDB | Software « Scripts | Install « Corfigure |

—nstance —Memory + Pr
Instance Name [PRD Max DOP m
Environment [Acceptance - MinMemory (MB) [128° =] >
Authentication Mode - [Windows Authertication = > MaxMemory (MB) [512  —=

Port Number 1433 +

Collation |SQL_Latin1_Generl CP1_CI_AS
Instance Directary  |0/\50L2019

SYSADMIN Groups  [ADGU_DBEA:AD\GL_ADMINISTRATOR

Back I Mext I




Choose and check the parameters and press Next.

Instance

Select (DTAP) Environment, Authentication Mode and Port Number.

Instance Name has been set from tab General and cannot be changed here.

Collation, Instance Directory and SYSADMIN Group are greyed out and the setting in the Template
cannot be overruled.

Memory + Processes
QGrip default Max DOP = number of available processors. Set it to 0 to use all available processors.
QGrip default Min Memory (MB) = 128
QGrip default Max Memory (MB) = MAX (512, Available Memory — Instance Type Factor)
Instance Type Factor: Default Instance, Named Instance: 2.048 MB
Always On Instance: 3.072 MB

Next: Input Check
When Next is pressed, the following will be checked and errors shown:

Port Number: Already in use on Machine

Instance Directory: The Drive exists on the Machine and is not used as DVD drive.
SYSADMIN Groups: Current account (yours) is member of (at least one) SYSADMIN groups.
Memory: Min Memory > Max Memory

Min Memory: Exceeds (Available Memory - 512 MB).

Max Memory: Exceeds (Available Memory - 512 MB).

3.4 Install Tab: Directories

General | Services | Instance  Diectories | TempDB | Software + Scrpts | Install = Confioure |
 Install Directories
Shared Features |D_-\,SGL20‘|3

Shared Features(x36) |D_-\_SQ L 201 59x86)

User Datsbase Dats  |E-\SQL2019\PRD\DATA -

Uses Database Log  |F:\SQL2019\PRD\LOG &
Tempdb Data [6-\SQL2079 PRD\TEMPDBDATA -
Tempdb Log |G ASQL2015\PROATEMPDBLOG {

Backup Directory  [H:\5GL2019\PRD\BACKUP

— W WMove System Datab

ases (master model msdh)

System Database Dats |E°\SQL2019\PRD\DATA
System Database Log  [F\SQL2019\PRD\LOG 1

| —== | [

The Directories are greyed out and the setting in the Template cannot be overruled. If the
{InstanceName} variable has been used in the Template, it has now been replaced with the actual
Instance Name that was set in Tab General.

Check the parameters and press Next.
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1 Directory Emor

Dirmctory root [D:]

is nsed xy OVD drive oo [VMESDZ] .
Dirsct=ry Foat X |

doss 03t AELET r  [VHE203].
Dizectoxy root |

does not axist [VMES02] .
Oiractory oot |

doan not eEist [(WHSE33] .

i

If the Directory Drive does not exist on the machine or is used as DVD drive, you will receive an
Error.

| Format Disks/Set Black Sme
Biock Size (KE |u -j
| [ Choose blocksize and pross [Format] fo farmad disks now,
Accept BlockSizes Cancell o quit
F:% 8lockSize: F
Formatcing F with &4 !H.__l -~

=% BlockSiza:
9 H:% BlockEize:

Do you accapt thase Elnr_-i-.s:ual?

mﬂnl l *

If the Drives for User Data/Log, Tempdb Data/Log or System DB Data/Log are empty, you will be
asked to accept the Block Sizes. Choose no if you want to change, choose the preferred Block Size
and Click Format. If the disks are large, setting the block size might take a few minutes.

3.5 |Install Tab: TempDB

General | Sewvices | Instance | Directories TemoDB | Software + Scrpts | Install + Corfigure |

~ Tempdb Datafiles
Number of Files m4_

-~ Dats File Sizes $ ~Log File Sizes {
Initial Size (MB)  [1 S || Loglnitial Size (MB) [1g :

Autogrowth (MB) [00 =] | | LogAutogrowth (MB) [1p0 =
Max Size (MB)  [1000 : LogMaxSize MB) [1000 =] l

Choose and check the parameters and press Next.

Number of Datafiles will be set to the number of available processors on the Machine but with a max
of 8.
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The Sizes are per file, have been copied from the Template and all values can be adjusted for the
Install. By keeping the Initial Sizes small, the Instance will start more quickly.

3.6 Install Tab: Software + Scripts

Genersi | Services | Instance | Drectones | TempDE  Software + Scrpts |m+c«-ﬁun|
SQL Server Software
Setup isc/exe-File
[SVMES01 QG- TookShere\SOL-Setup \201 T'en_sgf_server_2019_standord x4 _dvd 81405700 50 e
SP+CU Directory
[CamS50T G- ToolSrere\SALCUN\Z015 Ap—

MmSmw
RunOrder Actve | Scriptame

=

l

_ Net |

The setting in the Template cannot be overruled. Check the parameters and press Next.

By selecting and right clicking on a Post Install Script, it can be viewed.

[E}) -» B
{Eav} - Prd

{Enviull} - Production

{Demaim) —> AD S —
{Instance} -> VMSS03APRD

{Machine} —> VMES03

[Porc) -> 1433

{Varsion] -» 2013

Lniﬁﬁiiib‘b""tit.i'#t"#llb'i"""#'.#Iiii'i‘n'#"i'!
e T

* Seript Type: Post Install Instance
= Dace : 21021-04-35
= Buther : Dan Jernbezg

B L L e e

LN T T O D e

Jtibii-ibi*-ihihibit-l-biittti+ii.it-hi#iiiiti.-t-

* Craace S5COM Login

i&t*iiiibitiiiitibdbilhi#i&tbib-i.ibibiitliibibil.f

CEEATE LOGIN [RDASCOM Taar] FROM WINDOWS WITH DEFANLY DATRARSE = [cempdb)

GO

TEE {mastar]

m r

CREATE USER [AD\SCOM Teec] FOR LOGIN [AD\SCOM Uesers] WITH DEFAULT_SCHEMA=[dba]
s :

USE [modell]

o

CREATE USER [ADVSCOOM User] FOR LOCIH [AD\SCOM User] WITH DEFAULT SCHEMA=[dbol
oo

USE - fmmdih]

GO

CREATE TEER [AD\SCOM User] FOR LOGTH [AD\BCOM User] WITH DEFAULT SCHEMAw|dha]
0 w

View Post Install Script
ScripiName [Create SCOM Logn + User Chack Sub
;*GF.*#i*‘*ﬁﬁ.‘#‘*‘t'ﬂ#iﬁ‘.‘ﬁ'*#*ﬁ‘ﬁiﬁ'*ﬁﬁi*ﬁi*‘i‘ﬁ.‘#‘ 4 i
Find => Replace Valuss —I :

The substitutions have been applied to the script and is shown how it will run during the Post Install.

A section with the Find->Replace values has been added at the very beginning of the script.

3.7 Install Tab: Install + Configure

12




General | Services | Instance | Drectories | TempDB | Software + Scripts Jnstall + Confiqure |

A
Ready to Install SQL Server!
You will be able to follow the progress here.
Hit the Install Button to start.
v
Back | Install

To start the Install, press Install.

Confirm Install

Confirm Install

Seact Install with follouwing pefasstess’

= Enviconeent : Prodoction

= BEL Vezsion : J0L%

= Edizion  Ecmpndard

~ Inszance Iype. : Defanlt Inscance
— Ioazamos Hams @ MEBQLEZANER

— Auvthenctisarisn @ Miwsd Mads

— Poee Huskar 1433

= Engine Accpunt @ MEA_DEEnglS0Lles
= Rgunt Accognt HER_hgentliDlFE

The currsot window will ba disabled
until the Install has finished.

oK Cancal
| |

Check the parameters and press OK to start the Install. The Install will take 3 — 10 minutes.

Manual Part: Always On Instance

Marnwal part: Enable AlwaysCOn

Marus]l part: Enable Alwaystn

Open 5L Server Configuration Manager
Eslact 0L Server Sazvices
Right=Click on EQL Server (FRD)
Select properties
Select tab: Alwaysin High Avsilsbilicy
Chack: Enable AlwvaysOn Availability Groups
QE

¥You can ignore tha massage about restarct.
erip=S0Tl-Installear wiil restart the Sarvices_

Have thess actions besn done?

There is one manual part that needs to be done during the Install of an Always On Instance. The
popup above will appear when the step should be executed. You must do these steps before you
click Yes, otherwise in install will fail!

13



SQL Server Setup Progress

5 50U Server 2019 Setup - O

R ..-.“ ..'r.-.l - :I

Installation Progress )
L

During parts of the install, the SQL Server Setup progress will be visible. Just wait!

Install Status

Install Successful

Install Successful, sees logfile
o VioemsaDIAQErip-ToolShare\QGCrip-50L-Tnatallar\VHSQL1501 20210514 134041-Install-SQL_log

[Cue

When the Install has finished, a popup is shown with the Status and the location of the Logfile.

1] VMSQL1901_PRD_20210514_081645-Cenfigfile.ini
VMSQL1901_PRD_20210514_081645-Install-SQL log
VMSQL1901_PRD_20210514_081645-Summary.tdt

These 3 files will be available in the directory where QGrip-SQL-Installer was started.
If the Install fails with an error, please check section

e |nstall Failed: Known Errors
at the end of this document. If your error is not listed there, please contact Grip on SQL.

14



4 Templates and Post Install scripts

The Templates are used as a ‘suggestion’ during the actual Install of the SQL Server Instances and
almost all values can be adjusted during the actual Install. We advise you, however, to correct the
Template instead of changing the values again and again during the Install.

Templates Window

Install SOL Templates

- Install Template For ‘2. | Existing Templates '1-.

| Version | Edition.

Domain |,a.,|;:

SQL Version  [2019
SQaL Edition |Standard

| Standard

| Instence Type | Domain
I Standard 'A!ways. On Instance  AD
Defaull Instance AD

|Namedinstance | AD

i [a[e

Instance Type I[}eiau!“l Instance

~Template Services

SQL Server Database Engine [Automatic ~]
S0L Server Agent W
SQL FulHext Filter Deamon Launcer  [Manual  ~ ]
SQL Server Browser [Automane ]

‘Services | instance | Directories | TempDB | Software + Scripts | s 3.

1. Listing of all available Templates. When a row is selected, the details of the Template will be

shown in 2. and in the different tabs in 3.

Buttons

2018

Enteprse | Aways On Instance (GOS-B "W S I

| Export I
I | _ Close |

New Define a New Template from scratch.
Edit Press to Edit the selected Template.
Copy Pressto Copy selected Template to a New Template.

Save Save the current Template, only enabled in edit mode.

Delete Press to Delete the selected Template.

~Existing Templates e Copy selected template to
g /L.’ Domain
D Standard  Named Instance  GOS-A M—D SQL Version 2019

1

|
SQLEdion  [Enterprise ~|
Instance Type |Default Instance ~|

oK | _Concel |

Export Press to Export the selected Template to be for an Offline-Install.

Close Pressto Close the Templates Window.

Cancel Press Cancel to exit edit mode without saving changes. Only visible in Edit mode.

15



Template for Selection

New template for

1 - 2819

Dormiain hd y 2017
_ = S016
S0OL Version ;2|}19 Ll” o
SQL Edition EStandard LI__’ E::rzzg::ij_se
Instance Type IDafaqunsEﬂﬂ& .'J\ | Default Instance
h‘ Named Instance
o | e | | Always On Instance

When a new template is created (new and copy), \}ou will need to select for which type of install the
template is and on which AD Domain. These parameters cannot be changed later.

4.1 Edit Template

New Template

If the Template has been created from scratch (New), QGrip will fill the template with default values.
You will need to check the template thoroughly, especially the directories and the location of the
software (Setup iso and SP+CU).

Services

Services IInrstancel Direcml.'i.esl TempDB | Software + Sct

~Template Services

SQL Server Database Engine |Ammaﬁc - |

SQOL Server Agent IAmDrnaiic - |

SOL Full-text Filter Deamon Launcer  |Manual -

SOL Server Browser IAmumaiic - I

Define the Services start mode. DB Engine and Agent cannot be changed and are always Automatic.

Instance
Services Instance ]ﬁmml TempDB | Software + Scripts |
— Template Instance
Port Number [1433 =
Collation [SQL_Latin1_General CP1_CI_AS A

Instance Directory ID:\SQLZH‘IH
SYSADMIN Groups  [AD\GU_DBA:AD\GU_ADMINISTRATOR

Default Port Number, Collation and Instance Directory. At least one SYSADMIN group needs to be
listed. In case of multiple groups, separate with comma or semicolon.

16



Directories

_Servicesi Instance Directories ir-TampDE | Software + Scripts
~Template Directories
Shared Features [D:ASQL2019
Shared Features(x86) |D:\SQL2019\(x86)
User Database Data |E:‘.SQLElHS‘-,{InstanceName}‘-.DATA
UserDatabaselog  |F:\SQL2019\{InstanceName}\LOG | s PI e )_
Tempdb Data [HASQL2019\{InstanceName\ TEMPDooRiR——
Tempdb Log [H:\S QL2019 {InstanceName\TEMPDBLOG
Backup Directory |G:'~.SQL2EI19\,{Insta nceName}\BACKUP
[¥ Move System Databases (master model, msdb)
System Database Data  |E/\SQL2019\{InstanceName/\DATA
System DatabaseLog  |F\SQL2019\{InstanceName}\LOG

Define the default directories.

The substitution variable {InstanceName} will be replace with the actual Instance Name during the
Install and should only be used for Named Instances. You can right click in the text box to paste the
variable.

Check Move System Databases if requested. The default destination will be set to same directory as
User Database Data/Log but a separate Disk/Directory can be used.

TempDB B
Sewices] Instam:ei Directories TempDB I Software +Scripls|
~Data File Sizes ~LogFile Sizes
Initial Size (MB) [10 =] || LoglnitialSize(MB) [0 :
Autogowth(MB) [100 =] | LogAutogrowth(MB) [100 =

Max Size (MB)  |1000 s Log Max Size (MB) {1000 :

This is the definition for one data file. During the Install, data files will be created for each available
processor, to a max of 8.

17



Software + Scripts

Semvices | lnstance! Direc!miesl TempDB SOiM'BI'E+SCi'iEtS |
SQL Server Software (Share Path: \oooo) )

SQL Server Setup isofexe-File

|\\VMSSO1\QGrip—TmISh are\SQAL-Setup\2019en_sql_server_2019_standard_x64_dvd_814b57aaiso
SQL Server SP+CLU Directory

[wwMsS01\QGrp ToolShare\SQL-CLI2019

[ Post Install Scripts -

RunOrder | Active | ScriptName | ModifiedBy | ModifiedDate

2021-05-10 07:51

2021-05-100750 |

jv |

Create SCOM User

¥ | Qualys Recommendations | Dan

The Post Install Scripts are described in the next section.

The location of Setup file and the SP+CU directory. The Browse buttons will only be enabled if the
QGrip-SQL-Installer is started in the AD Domain that the Template is intended for but can always be

edited manually.

Attention Browse: SQL Server SP+CU Directory

Q SQL Server SP+CU Directory (UNC-Path)§Select one file in the directony!

- v A VMSS01

rip-ToolShar = 1 ~| 8y Search 2019
Organize ~ New folder = -
)
QGrip-T: * Name Date modified Type
il 01.01-0. mmy T —— . : -
-ﬁmsmzo‘m-xs-tsszzss-m M /2020 7:57 AM  Application

i o1a7-2
¥ Network

= YMss01 ¥ <

File pame: ‘SQLS&NerZU19-KB4552255—K64.exe ‘1_" (Al files (%%)

| open |

= :
R
™ @
Size|
61
>
|
Cancel

Minor flaw. QGrip does not support the selection of just a directory. To select the SP+CU directory,

you must select one of the files in the directory and then push [Open]!
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4.2 Export Template

Select the Template that you want to use during an Offline-Install. Make sure that it is for the correct
Domain, Version, Edition and Instance type.

Confirm Export

Export template to zip-file?
Version : 2019

Edicion : Standazd

Type : Named Instance
Domain : GOS-A

The file can be used for Offline-Install on domain (COS-A).

[ox ] _come |

Confirm that it is the right template.

Export ready

The file
(COS-A).(2019]. (Standaxd] . (Named Instance].(20211017_1269].z1p
has be created in
\\ASHAREOI\QGrip~ToclShare\Offline~Install
This file can be used for Offline-~Install of SQL Server on a machine
in domain (COS-A] without access to the QCrip Database.

The zip-file will be created on the QGrip-ToolShare (Offline-Install directory) in the current domain. If
needed, copy the zip-file to the QGrip-ToolShare in the domain where you need it.
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5 Post Install Scripts

Post Install Scripts can be created to apply your own Hardening and Standards to the SQL Server
Instance after it has been installed. A problem when creating the scripts is that it is hard to test them
in advance.

The set of Post Install scripts is global and are the same for all Templates.

The ‘Run Order’ indicates in which order the scripts should run. If the Run Order is changed, the
change will apply to all Templates!

Per Template you can only define if the script should run (Activate Run) or not (De-Activate Run).

Post Install Scripts
—Post Install Scripts
| RunOrder | Active | ScriptName
. )

| ModifiedDate

Create SCOM User

New
Edit
Delete

Qualys Recommendations Dan

Move Up
Move Down

Activate Run
De-Activate Run

Select the script row and right-click to open the context menu:
New Create a new Script.

Edit Edit the selected Script.

Delete Delete the selected Script.

Move Up Change the Run Order of selected script.

Move Down  Change the Run Order of selected script.

Activate Run Indicate that the selected script should run when this Template is used.
De-Activate Run Indicate that the selected script should not run when this Template is used.
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5.1 Edit Script

Edit Post Install Script

Edit Post Install Script

ScriptName  |Create SCOM Login + User Check Sub. |
’********tﬁt**w**'*ﬂﬂﬁ**tﬁ*nt**ﬁ**ﬁ**ﬁ**t*Qi*iﬁﬂﬂi -~ }ﬁ“ﬁ |
% Soript Type: Post Install Inatance —
* Date : 2021-04-25 _Is"’“*"{;i‘me
* muther ! Dan Jernberg |
ifittt‘{t'liiﬂiiiiitili‘li'liltt!ll‘ﬂ#ﬁi‘iliﬂﬂwlii’ CkBﬂ

e R

% Create SCOM Login

iittt#t*iiiiiiiiiit&iﬁ&iiQiii*ttiittiiiiiiﬁiiﬁiiiij

CREATE LOGIN [{bm:l.n]\m_User} FROM WINDOWS WITH DEFAULT_DATABASE = [tempdb]

GO

USE [master]

CREATE USER [ (Domain}\SCOM Usex] FOR LOGIN |{Deomain}\SCOM User] WITH DEFAULT SCHEMA={dbo]
USE [model]

GO

CREATE USER [{Domain)\5COM Usex] FOR LOGIN [{Domain}\SCOM User] WITH DEFAULT SCHEMA=[dbo]
GO

USE [msdb]

GO

CREATE USER [{Domain}\SCOM User] FOR LOGIN [{Domain}\SCOM User] WITH DEFAULT SCHEMA=[dba)
=)

The Post Install Script is a normal T-SQL script. You should create the scripts in such a fashion that
they can run without errors on all combination of Instances, (DTAP) environments, versions and AD
Domains. This can be accomplished by using the predefined substitution variables in the scripts.
These variables will be substituted with the actual values before the script is run.

Context Menu

Comment Block

Script Header

IF {EnvFull} = Acceptance

_ IF{EnvFull} = Production
- IF {Env} = Acc

Domain IF {Env} = Prd
Machine ::z {g_ - ‘:
Instance =

Port
Version

When editing a script, set the cursor where you want to insert a statement or a variable, right-click
and choose statement/variable.
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Substitution Variables

VELRELI (S Example after sub. Description

{Domain} AD AD Domain where Instance is Running.
{Machine} VMSQL16 The machine/host of the Instance.
{Instance} VMSQL16\PRD The full Instance name.

{Port} 1433 The port the instance is listening to.
{Version} 2019 The SQL Server version (2016,2017,2019).
{E} P (*) The Environment EnvChar

{Env} Prd (*) The Environment ShortName
{EnvFull} Production (*) The Environment FullName

(*) Value depend on the names you have given the Environment in your configuration.

Erwimnmentsnl.

InUse | FullName ShortName EnvChar
b Develop |Dev D
| 0 [UnitTest Uni U

™ |Test Tst { |

P _|Acceptance |Acc A
T |integration  |Int |

W  |Producton | Prd P

5.2 Check Substitutions

It is tricky to test the Post Install Scripts in advance but you can use the [Check-Sub...] button in the
edit window to see what the script looks like after the substitutions have been applied to the script.
And if you have a SQL Server Instance where you can run the scripts after substitution, even better.”

Check Script Substitutions

~ Substitutions | Close

Domain |,m v[ Machine |VMSQL19
Environment |Produc|ior| v[ Instance [VMSQL19\PRD Substitute |

Version 2019 w | Port IH—33 Back to Criginal |

Post Install Script

in('\ﬁ\ll'nli\i‘ld‘iiii‘('\i\l‘r\Ii\kii*'\li"iil('\i\l‘t\i*\kiit'\liﬂi*ti‘t*i**i* ~

* Script Type: Post Install Inatance

* Date : 2021-04-25]

* RAuthor : Dan Jernberg

o ek kR ok R Rk
fiiiiliiiiiiiiiiiiliiiiii*iiiiiiiiiiiiﬁii*liiiiii#

* Create SCOM Login

R e R e R R R R R R

CREATE LOGIN [{Domain}\SCOM User] FROM WINDOWS WITH DEFAULT DATASASE = [tempdb]

Go

USE [master]

Go

CREATE USER [{Dumnin}\SCDH_Use:] FOR LOGIN [{Dnmin}\SCOM_USEI} WITH DEFRULT SCHEMR=
[dba) i

Fill the Substitutions with the values you want to test and press [Substitute].
To go back to the original script, press [Back to Original].

22



6 Prepare Instance Host (Machine)

Before the QGrip-SQL-Installer can be used to install a new SQL Server Instance on a host/machine,
the following needs to be finished.

0S, Windows Server 2012R2, 2016 or 2019.

Disks need to be added (should match the Template).

Windows Failover Cluster needs to be ready (only for SQL Server Always On).

Firewall Rules.

Create (group) Managed Service Accounts (gMSA, MSA).

1.

ukwnN

Step 4 and 5 are described in the following sub sections.

Pay attention to the type of Managed Service Account needed:
gMSA Always on Cluster
Stand Alone instances (not Always on)

Use the ‘New Instance Host Help’ described in the next section to

Request Disks according to Template,

Define Firewall rules needed for the new Instance Host,

Check/Test Firewall connectivity after implementation Firewall rules,

Generate Semi-automatic scripts for creation of (group) Managed Service Accounts.

6.1 Firewalls

QGrip DB Host

The following firewalls need to be open in
(*) is the port number that the new Instance will be listening to.

Only the firewalls to the ToolShare, Backup Shares and from the QGrip Servers within the same AD
Domain as the New Instance Host need to be open.

Toolshare,




QGrip-SQL-Installer needs to connect to the QGrip database during the Install. When the Install is
ready, the firewall rule can be removed again. If it is not possible to connect to the QGrip database,
you can do an ‘Offline-Install’, see section ‘Offline-Install’ below.

6.2 Managed Service Accounts (Stand Alone Instance)

This section describes how the Managed Service Accounts (MSA) for the Agent and DBEngine
services should be created before a new Instance can be installed. The Instance is Stand Alone and
will not participate in an Always on Cluster. The names used in this section are only examples and
should be replaced with the names according to your own standards.

MSA: Managed Service Account

New-Instance-Host

RestrictToSingleComputer

MSA_Agent001$ | | MSA_DBEng001$

For each new Instance Host, the Agent and DBEngine accounts need to be created once.
The accounts must be Managed Service Accounts:
e MSA Agent001$
e MSA_DBENng001$
The principal allowed to retrieve the MSA passwords is Restricted to Single Computer:
e New-Instance-Host
The max length of a MSA is 15 including the ‘S’.

Required Authorisation
Member of Domain Admins / Enterprise Admin group on the AD-Domain

All actions below should be executed in a PowerShell window opened "as Administrator".

6.2.1 Check: KdsRootKey

On the Domain Controller:

A KdsRootKey is needed to create group Managed Service accounts (gMSA).

Check existence PowerShell as Administrator

Get-KdsRootKey

If no key is returned, you will need to create one as described in the Appendix:
e Add: KdsRootKey.
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6.2.2 Create: MSA accounts on AD

On the Domain Controller:

Create MSA_Agent001S$ and MSA_DBEng001S on AD PowerShell as Administrator

Enable-WindowsOptionalFeature -FeatureName ActiveDirectory-PowerShell -Online -All

New-ADServiceAccount -name MSA_Agent001 °
-RestrictToSingleComputer -Enabled S$True
Add-ADComputerServiceAccount -Identity New-Instance-Host
-ServiceAccount MSA_Agent001

New-ADServiceAccount -name MSA_DBEng001 °
-RestrictToSingleComputer -Enabled $True
Add-ADComputerServiceAccount -Identity New-Instance-Host
-ServiceAccount MSA_DBEng001

Replace with your own values before running the statement and note the following:
e “S” should be omitted in the statement,
e “indicates that the statement continues on the next line.

| Active Directory Users and Computers - O X
File Action View Help
o« 270 Bcz Ha P aET7a%
v . Managed Service Accounts ~ || Name Type Lo
> _sveSQLSSO1A &.gMSA_Agent01 | msDS-GroupManagedServiceAccount
ey
¢ it gMSA_Agent01 €. gMSA_DBEng01 | msDS-GroupManagedServiceAccount
i
R 2R v | @gMSA QGrip  msDS-GroupManagedServiceAccount ¥
< > < >

The MSA account should be visible in the ‘Managed Service Accounts’ container in the ‘Active

Directory Users and Computers’ tool.

The New-Instance-Host needs to be rebooted otherwise the following step will fail.
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6.2.3 Install: MSA accounts on New Instance Host

On New Instance Host:

MSA_Agent0013%

New Instance Host <=
Install | MSA_DBEng001$

Make sure the machine was rebooted in the last step!
The MSA accounts must be installed locally on the New Instance Host.

Required Authorisation
Member of Domain Admins / Enterprise Admin group on the AD-Domain

Install gMSA on New Instance Host ‘ PowerShell as Administrator

Enable-WindowsOptionalFeature -FeatureName ActiveDirectory-PowerShell -Online -All
Import-Module ActiveDirectory

Install-ADServiceAccount MSA_Agent001
Test-ADServiceAccount MSA_Agent001

Install-ADServiceAccount MSA_DBEng001
Test-ADServiceAccount MSA_DBEng001

Replace with your own values before running the statement and note the following:
e “S” should be omitted in the statement.
The test statement should return True.

Possible problems
If executing the statements take long and fail, check that the firewall to the Domain Controller on

port 9389 is open.




6.3 group Managed Service Accounts (Always on Cluster)

This section describes how the group Managed Service Accounts (gMSA) for the Agent and DBEngine
services should be created before a new Instance can be installed that will be part of an Always on
Cluster. The names used in this section are only examples and should be replaced with the names
according to your own standards.

GSG: Global Security Group
gMSA: group Managed Service Account

GSG_AOCIuster01

PrincipalsAllowedToRetrieveManagedPassword

gMSA_Agent01$%$ gMSA_DBEng013%

For each new Always on Cluster, the Agent and DBEngine accounts need to be created once.
The accounts must be group Managed Service Accounts:
e gMSA Agent01S
e gMSA DBEng01S$
The principal allowed to retrieve the gMSA passwords is a Global Security Group:
e GSG_AOCluster01
The max length of a gMSA is 15 including the ‘S’.

Required Authorisation
Member of Domain Admins / Enterprise Admin group on the AD-Domain

All actions below should be executed in a PowerShell window opened "as Administrator".

6.3.1 Check: KdsRootKey
On the Domain Controller:
A KdsRootKey is needed to create group Managed Service accounts (gMSA).

Check existence ‘ PowerShell as Administrator
Get-KdsRootKey

If no key is returned, you will need to create one as described in the Appendix:
e Add: KdsRootKey.

6.3.2 Create: GSG_AOCIluster01

On the Domain Controller or Delegated Server:
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New Object - Group

a Create in:  AD.intra/ADGroups

Group ngme:
[ GSG_AOChusternl

Group neme {pre-Windows 2000):
| 656_snchustero1 |

Group stope
(O Dgmain local ®) security
@ Globat O pistrit
(O Univirsal

Group fype

[Co ] [Comar

GSG_AOCIuster01 Properties

General Members MemberOf Managed By

Members:

MName ’ Active Directory Domain Services Folder

A VMSQL1601 AD.intra/Computers
A VMSQAL1602 AD.intra/Computers
A VMSQL1603 AD.intra/Computers

Open the tool ‘Active Directory Users and Computers’ and create the group ‘GSG_AOCluster01’ in an
appropriate container. Add all machines/nodes in the cluster to the group.

6.3.3 Create: gMSA accounts on AD

On the Domain Controller:

Create gMSA_Agent01S and gMSA_DBEng01S on AD

PowerShell as Administrator

Enable-WindowsOptionalFeature -FeatureName ActiveDirectory-PowerShell -Online -All

New-ADServiceAccount -name gMSA_Agent01 °
-DNSHostName gMSA_Agent01.AD.intra.griponsgl.org *
-PrincipalsAllowedToRetrieveManagedPassword GSG_AOCluster01

New-ADServiceAccount -name gMSA_DBEng01 °
-DNSHostName gMSA_DBEng01.AD.intra.griponsqgl.org
-PrincipalsAllowedToRetrieveManagedPassword GSG_AOCluster01

Replace with your own values before running the statement and note the following:
e “S” should be omitted in the statement,
e “Iindicates that the statement continues on the next line,
e “DNSHostName” is confusing and is not a regular hostname. It’s the account name with

the qualified domain.

:3 Active Directory Users and Computers

- O X
File Action View Help
e 2@ 0B Hm aaTak
~ 1 Managed Service Accounts # || Name Type £
? :’ﬂ _svcSQLSS01A E,gMSA_Agent01 | msDS-GroupManagedServiceAccount
? :‘3 gMSA_Agent01 €.gMSA_DBEng01 | msDS-GroupManagedServiceAccount
SRt 2R v | @gMSA QGrip  msDS-GroupManagedServiceAccount ¥
< > < >
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The gMSA account should be visible in the ‘Managed Service Accounts’ container in the ‘Active
Directory Users and Computers’ tool.

All Servers that are member of the group GSG_AOCluster01 must be rebooted, otherwise the next
step will fail.

6.3.4 Install: gMSA accounts on New Instance Hosts

On each New Instance Host in GSG_AOCluster01:

gMSA Agent01%

New Instance Host ¢umms
Install | 9MSA_DBEng01$

Make sure the machine was rebooted in the last step!
The gMSA accounts must be installed locally on each New Instance Host.

Required Authorisation
Member of Domain Admins / Enterprise Admin group on the AD-Domain

Install gMSA on New Instance Host ‘ PowerShell as Administrator

Enable-WindowsOptionalFeature -FeatureName ActiveDirectory-PowerShell -Online -All
Import-Module ActiveDirectory

Install-ADServiceAccount gMSA_Agent01
Test-ADServiceAccount gMSA_Agent01

Install-ADServiceAccount gMSA_DBEng01
Test-ADServiceAccount gMSA_DBEng01

Replace with your own values before running the statement and note the following:
e “S” should be omitted in the statement.
The test statement should return True.

Possible problems
If executing the statements take long and fail, check that the firewall to the Domain Controller on
port 9389 is open.




7 Offline-Install

If it is not possible to connect to the QGrip database from the Machine where you want to Install
SQL Server, you can use QGrip-SQL-Installer and do an Offline-Install.

Before you can perform an Offline-Install, you must make an export of the template you want to use
for the Install, see section Export template here above.

Make sure you are using the latest version of QGrip-SQL-Installer. Normally this is checked against
the QGrip database but that is not possible during the Offline-Install.

Offline-Install X

Connection to QGrip Database failed
DBHostPort : ADEVSQL12\PRD, 1480

Database : QGrip

If connection to QGrip database is not possible

from this server [ADEVSQL19], you can perform
an Offline-Install if a template as been exported.

Proceed with Offline-Install?

o ] o |

When you start QGrip-SQL-Installer from a machine with no connection to the QGrip database the
message above will appear.
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Install Template zip-file for Domain [GOS-A] X

« ¥ 4 > Network > ASHAREO1 > QGrip-ToolShare > Offline-Install v 0 Search Offline-Install P
Organize v New folder =~ ™M O
Pictures # ”~  Name - Date modified Type
! This PC ! [GOS-A].[2019].[Standard].[Named Instance].[20211013_1647] 10/13/2021 447PM  Compressed (zipp.
I [.] [GOS-A).[2019]).[Standard).[Named Instance].[20211017_1259] 10/17/2021 1:05PM  Compressed (zi
- APPS (E)
«a BACKUP (1)
- DaTA (k) v < >

File name: | (GOS-A}.[2019].[Standard].[Named Instance].[20211017_1259) v | | zipfiles (".zip) v|

[open | comca |

You will immediately be asked to select the exported zip-file you want to use for the install. QGrip

will check that the Domain of the file is correct for the current Machine.

The rest of the install is the same as a normal install, some buttons in the Interface are missing due

to the missing connection with the QGrip database.

Offline Install Successful

You need to add the new Instance to QGrip manually
Instance : ADEVSQL1S\TST

PortNumber : 1000

Environment: Test

Domain : GOS-A

SA User : 54
Password : bpnN!l€([+/T*NY}HS]t4zV* IgB8x8xr(y (W=FXE€7DS8+1MDV!1Wz (zg¥YnTRw*AUtcle

v

OK |

At the end, you will receive a popup with the [sa] user (or equivalent) and the generated password
and information you need to manually add the Instance to QGrip.
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8 New Instance Host Help

The New Instance Host Help is very useful at different stages when it comes to a New Instance Host
and will spare you from manual editing.

Templates ToolShares . |  Newlnstance Restart Exit

The window can be opened from the button panel in the main Install window.

Mew Instance Host Help

~New | Host l l l —p _ Refresh |
Domain [/ ] Machine  [WMSSD1  DBEngineAccount [MSA_DBEngX0OS Close |
SOLVesion [2019 | IPAddess [1010.10201  AgentAccount  [MSA_AgenDO00®
SQLEdition  [Standard | PotNumber [1433  SewerGroup I
Instance Type W Member Servers |

RequesiDisks | Firewall Rules | Firewal Checks | Service Accouns |

Drive | Label | Size(GB)
> ARP |
| DATA | |
Lo |
|TEMPDB|
BACKUP |
SYSDB |

== Iilﬂ m

Fill in the different parameters for the New Instance Host and press Refresh.

RequestDisks Firewall Rules IFirewaH Checks | Service Accounts |
 SourceName | DestName | SourcelP | DestlP | DestPort

Sotctine | Destiens | omee? | Destp | Do

It does not matter if you don’t have all parameters, the different tabs will still be filled but with
‘Missing Input Parameters’. It’s logical that you don’t know for instance the IPAddress of a server

that has not yet been created.

Description

Missing input Parameters

—Mew Instance Host

Domain IAD LI Machine EGESQL'}BN DBEngine Account |gMSA_DBEng001$
SQL Version |2mg :! IPAddress |1u_m_m_zm Agent Account |gmMsA_Ageni001s
SQLEdition  |Standard v | PortNumber [1460 Server Group |GSG_Cluster01

Instance Type [Always Onlnstance | Member Servers  |VMSQL1901,VMSQL1302.VMS QL1903

The input parameters are straight forward. The Server Group and Member Servers will only be
enabled if the Instance Type is ‘Always On Instance’. The Server Group should be filled with a value
that is name that is unique and not yet present on the AD-Domain. The Member servers is a list of all

servers (nodes) in the Always On Cluster.
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Tab: Request Disks

Fleguest Disks | Firewall Rulesl Firewall Checks | Service Accounts

 Drive | Label | Size(GB)
Co * Row
E  |DATA 2 cheet
L 3
F LOG
P BACKLP Selected Rows
|H | TEMPDB|

To use before the New Instance Host has been requested. The needed directories/drives are derived
from the Template that will be use according to the selected Domain, Version, Edition and Instance

Type.
RequestDisks Firewall Rules | Firewall Checksl Service Accounts |
Description SourceName | DestName | SourcelP | DestlP | DestPort
| SQL Server Instance -> QGrip DB Host | VMSQL1901T | VMSQL1201 | 10.10.10.201 10.10.10.110 | 1460
3 ISQL Server Instance -> QGrip-ToolShare IVMSQL]BD? VMSS I_F_'"" f 2011139.445
SQL Server Instance -> Backup Share  |VMSQL1%01 |VMDCO1 101 Copy » Row
QGrip Server-> SAL Server Instance VMSS01 VMSQL1901 [10.10.10.201 | 10.10.10.2 Sheet
Selected Rows

Use to request Firewall rules changes. The New Instance Host name and IP address together with the

port number will be needed to produce accurate output.

Reguest Disksl Firewall Rules Firewall Checks | Service Ar:count-;]

| CheckOnName |
Run on: VMSQL1%01

Test-MNetConnection -Computer VMSQL1201 -Port 1460

CheckOnlP

Run-on: VMSQL1901

Test-NetConnection -Computer 10.10.10.110 -Port 1460

- Test-NetConnechon -Computer VMDCO1 -FPort 139

Test-MetConnection -Computer 10.10.10.1 -Port 139

.. Test-NetConnection -Computer VMDC01 -Port 445
Test-NetConnection -Computer VMSS01 -Port 139

Test-NetConnection -Computer 10.10.10.1 -Port 445
Test-NetConnection -Computer 10.10.10.201 -Port 139

| TestNetConneciion -Computer VMSS01 -Port 445

Test-NetConnection -Computer 10.10.10-207 -Port 445

| Run on QGrip Servers : VMSS01
Test-NetConnection -Computer VMSQL1901 -Port 1460

Run on QGrip Servers - VMSS01
Test-NetConnection -Computer 10,10.10.201 -Port 1460

Use to check that Firewall rules have been implemented correctly. The New Instance Host name and

IP address together with the port number will be needed to produce accurate output.
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RequestDisks | Firewall Rules | Firewall Checks ; Service Accounts
Command

- 0n Domain Controller, Domain: AD

— PowerShell as Administrator (Member Domain/Enterprise Admin group)
Enable-WindowsOptionalFeature -FeatureName ActiveDirectory-PowerShell -Online -All

MNew-ADServiceAccount -name gMSA_AgentD01”
-DNSHostName gMSA_Agent001AD.intra *
-PrincipalsAllowedToRetrieveManagedP assword GSG_Clusterl1

MNew-ADServiceAccount -name gMSA_DBEng001*
-DNSHostName alSA DEEnal01 AD intra *
Use as instruction and command statements. The statements will contain the Service account and
machine/Server Group and Member Server, provided as input. The lines starting with

e - are only instructive
e --areinstruction for actions that need to take place in another tool.
The other lines are statements that should be executed in the tool defined in the proceeding

instruction (----) line.
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9 Prepare QGrip-ToolShare

A QGrip-ToolShare is needed in every AD Domain where you want to use the QGrip-SQL-Installer. To
avoid connectivity problems (firewalls) you are advised to place the share on the same server as the

QGrip Backup Share.

Suggested layout directories

QGrip-SQL-Installer

With the executable and the QGrip.ini. The QGrip.ini
should always be copied from a QGrip Server within
the same AD Domain as the QGrip-ToolShare.

SQL-CMDLineUtils

ODBC + CMDLineUtils have to be installed on every
machine prior to starting QGrip-SQL-Installer and
should be easy to access.

SQL-CUs
With subdirectories for each SQL Version. All Service
packs and CUs should be placed in these directories.

SQL-Setup

With subdirectories for each SQL Version. The SQL
Setup iso/exe files, should be placed in these
directories.

QGrip-ToolShare
QGrip-SQL-Installer
4 QGrip.ini
& QGrip-SQL-Installer.exe
SQL-CMDLineUtils
## msodbesgl.msi
## MsSqiCmdLnUtils.msi
SQL-CUs
2016
2017
2019
SQL-Setup
2016
2017
2019

Only the accounts that are going to use QGrip-SQL-Installer to perform the install need to be

authorised for the QGrip-ToolShare.

When the QGrip-ToolShare has been created. Start QGrip-SQL-Installer and add the Share Path.

Templates. . | TmiS&ws | New Instance. ..
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10 Install Failed: Known Errors

10.1 The credentials for SQL Server Agent service are invalid.

I=] VMSQL1901_PRD_20210514_081645-Cenfigfile.ini
VMSQL1901_PRD_20210514_081645-Install-5QL .log
VMSQL1301_PRD_20210514_081645-Summary.tt

The error can be found in the Summary.txt file.

Complete Error Message:
The credentials you provided for the SQL Server Agent service are invalid. To continue, provide a
valid account and password for the SQL Server Agent service.

Situation:

The MSA/gMSA account has been installed locally on the machine before a snapshot was taken so it
is available, otherwise you would not be able to select it at all. But if you have been reverting back to
the snapshot a couple of times, this error might occur.

Solution:
When you have reverted back to the snapshot, reboot the machine and this problem will go away.
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11 Appendix

11.1 Install: SQLCmdLine Utils

Copy the following files from the QGrip-ToolShare to local temp directory on the current server (you
might also be able to start them directly from the ToolShare):

1. msodbcsqgl.msi

2. MsSqlCmdLnUtils.msi

Sta_rt_the msi-files in the order as here above.

Feature Selection

X - 0DOC Driver for SQL Server SO <(fjmmmmmm— | ODBC Driver for SQL Server

I

Just select the ODBC driver.

11.2 Create: QGripSQLlInstall

If the current domain is not trusted, you will not be able to connect to the QGrip database using your
own AD account. You will need to create the temporary QGripSQLInstall account. When you have
finished the install/uninstall, remove the login as soon as possible. QGrip will remind you with a
Warning as long as the account has not been removed.

QGrip-Ul:

Required QGrip Role Menu
QGrip Admin Admin -> Access to QGrip -> QGrip Logins
Tab: QGripSQLInstall

Press [New], choose Password Length and Press [Save].
Use [Refresh] button to see when account has been created.

11.2.1 Find Password: QGripSQLlInstall

QGrip-Ul:
Required QGrip Role Menu ‘
QGrip Admin Application -> Password Safe

Locate and select the Account under
Applications->QGrip->QGripSQLInstall
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| Passwords |

=-Jil Applications
@l AEOS
%'_. Messy
= il Pushy
=l QGrip
4‘ Acceptance
| B4 Production
: &4 QGripExportUser

Press [Edit] and then [Copy]. B
AccountNeme  [QGnpSQLinstal l
Password [SABIM15IC2ANE55 | _Hide | Copy

11.3 Add: KdsRootKey

Required Authorisation
Member of Domain Admins / Enterprise Admin group on the AD-Domain

A KdsRootKey is needed in order to add (group) Managed Service Accounts. If it is not yet available,
you will need to create one.

Informational only, DO NOT EXECUTE statements:

The statements below should be used in a production environment:

Add-KdsRootKey -Effectivelmmediately

Even if it says Effectivelmmediately, you will need to wait for up to 10 hours before proceeding. This
is a safety measure to make sure all Domain Controllers have replicated and are able to respond to
gMSA requests.

In a test lab you can use the following statement instead:

Add-KdsRootKey -EffectiveTime ((get-date).addhours(-10)) -Verbose

On the Domain Controller:

Check existence KdsRootKey ‘ PowerShell as Administrator

Get-KdsRootKey

If no key is returned, you will need to create one.

Create KdsRootKey ‘ PowerShell as Administrator

Add-KdsRootKey -Effectivelmmediately
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oaoGrRI~ OGRIP SOL INSTALLER

ndows\system32> Add-KdsRootKey ((get-date).addhours(-10))
Performing the operation "Add-KdsRootkKey" on target "VMDCOl.AD.intra".

67h58fa7-a018-a818-a652-ee90ac9310e5

\Windows\system32> Add-KdsRootKey ((get-date).addhours (-10))
E: Performing the operation "Add-KdsRootKey" on target "VMDCOl.AD.intra".

If the statement results in a “The request is not supported” error. Try on another server.

On another server:

Try installing Remote Server Admin Tools (RSAT) on another server in the AD-Domain, and try the
same statements from there.

Check existence KdsRootKey PowerShell as Administrator

Get-KdsRootKey

If no key is returned, you will need to create one.

Create KdsRootKey PowerShell as Administrator
Add-KdsRootKey -Effectivelmmediately

S\Windows\system32> Add-KdsRootKey ((get-date).addhours(-10))
E: Performing the operation "Add-KdsRootKey" on target "vMDCO1l.AD.intra".

Guid

67b58fa7-a018-aB818-a652-ee%0ac9310e5

The output should look something like above.

In this case, the statement “Get-KdsRootKey” will NOT return the key when executed on the domain
controller.
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11.4 QGrip-ToolShare: Authorise and Share

11.4.1 Authorise

I . QGrip-ToolShare Properties b
General Shanng Secury Previous Versions Customize
Objectname:  ENQGnp-ToolShare

Group or user names:
BR SYSTEM

Can Admin (Dan_Admin&2AD intra

828 Administrators (VMSS0T\Administrators)

To change permissions, click Edif, >

¢

To authorise account on the underlaying directory, right click on the directory and open the

properties. In the Security tab, click Edit.

. Permissions for OGrip-ToalShare *
Security
Objectname: E\QGrip-ToolShare

GIGIIP Or User names:

& Dan Admin (Dan_Admin@AD.intra)
B2, Administrators (VMSS0TAdministrators)

Select this object type:
|Usars. Groups, or Built-in security principals

Erom this location:
|AD_ink=

Enter the object names lo selecl (examples);
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© Permissions for OQGrip-ToolShare

Ea-uuli-ar
Objectname: ENQGnp-TookShare

Zoup or usar names:

EL SYSTEM

& Dan Admin (Dan_Admani@AD imtra)

ER& Administrators (WVMSS01Administralons)

| Agd. || Bemove |
Parmissions for Stavo Carmay Allow

Madity

Riead & executs
List folder contents
Read

— I =T

Select the account just added and check allow Full Control followed by Apply and OK.

11.4.2 Share

I . QGrip-ToolShare Properties X
vaa:d Sharing  Secunty Previous Versions Customize
Metaark and Folder Shanng

1 QGhp-ToolShare
Shared

Metwork Path;
WMSS01\QGrip-ToolShare

Click on the directory and open the properties. In the Sharing tab, click Share.
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= g File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone

| |

Verify that the user has Read/Write permission and press Share.
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