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1 Introduction

This document describes the items in the Admin Menu -> Infra of the QGrip-Ul.

Required QGrip Role Menu
QGrip-Admin Admin -> Infra

Admin | Application Jobs Trace Reports Window Help
% Config »

Help Prepare Infra >
Disaster Scripts

Instance-Server-Cluster
Backup Shares >
QGripServers

Monitor Hosts

€ Import >

W Template »
(£ Periodic Up/Downtime  »

i FileTransfer-Method
Zz. Maintenance Mode

Encryption >

A% % BETE @®

Accessibility
Note that the Admin menu will only be visible for QGrip-Admin users and all Menu-Items will be
enabled.

The FileTransfer-Method will only be visible in a Multiple Domain Configuration.



2 Help Prepare Infra

El, Prepare for Instance
G Prepare for Backup Share

t!  Prepare for QGrip Server
€) Prepare for Move QGrip Database

Planning to add a new Instance, Backup Share (Server) or QGrip Server to the QGrip configuration?
Or do you need to Move the QGrip Database?

This module can help you speed it up. Not only listing the information you need but also generate
PowerShell statements that you need to check connectivity and create accounts.

Fill the upper part of the windows and hit the refresh button to fill the different tab pages.

2.1 Prepare for Instance

This window is intended for adding an existing SQL Server Instance to QGrip.
If you want to install SQL Server on a new machine, use the plugin QGrip-SQL-Installer
documentation instead, chapter Prepare Instance Host (Machine).

New Instance

Domain [GOSA ~] Machine  [WMSQL201S  DBEngine Account [Lsvc_Engneld == |
IPAddress  [100.100.100.123
Instance Port [1433

Select domain and fill the rest of the fields and hit Refresh.

Firewall Rules

DestName | SourcelP DestIP DestPort

!
|

SQL Server Host -> Backup Share 100.100.100.123 | 10.10.10.10

QGrip Server -> SQL Server Instance 10.10.20.41 100.100.100.123

Use info to request firewall chnge wheneer needed

Firewall Checks

CheckOnlIP

Run on SQL Server Host : VMSQL2019 Run on SQL Server Host : VMSQL2019
SQL Server Host -> Backup Share | Test-NetConnection Computer ASHAREOQ1 -Port 139 | Test-NetConnection Computer 10.10.10.10 -Port 139
SQL Server Host -> Backup Share | Test-NetConnection Computer ASHAREQ1 -Port 445 | Test-NetConnection Computer 10.10.10.10 -Port 445

Run on QGrip Servers : ADEVQS01 Run on QGrip Servers : ADEVQS01
QGrip Server -> SQL Server Host | Test-NetConnection Computer VMSQL2019 -Port 1433 | Test-NetConnection Computer 100.100.100.123 -Port 1433

Use the statements to check if required connectivity is possible.

Authorisation Backup Shares



On each Backun Share beloy

Add the account : _svc_Engine19

1. At disk level, with Full control.
2. Share the Folders with Read/Write.

Shares on Backup Share Server: ASHAREOQ1
\\ASHAREOQT\DEV-CopyOnly
\\ASHAREOT\DEV-import
\\ASHAREOT\DEV-Regular

Use the info to authorise the DB Engine account on existing Backup Shares.

2.2 Prepare for Backup Share

New Backup Share
Domain |GOS-A _v| Machine [BSServer
IPAddress |100.100.100.101

Select domain and fill the rest of the fields and hit Refresh.

Firewall Rules
Descnption | SourceName | DestName | SourcelP | DestIP DestPort
ADEVSQL12 |BSServer |10.10.20.51 | 100.100.100.101 | 139,445
SQL Server Host -> Backup Share ADEVSQL16 |BSServer | 10.10.20.52 | 100.100.100.101 | 139,445
QGrip Server > Backup Share | ADEVQSO1 | BSServer |10.10.20.41 [100.100.100.101 139,445

Use info to request firewall change whenever needed.

Firewall Checks
Description | CheckOnName CheckOnlP
Run on SQL Server Host : ADEVSQL12 Run on SQL Server Host : ADEVSQL12
SQL Server Host -> Backup Share | Test-NetConnection Computer BSServer -Port 139 | Test-NetConnection Computer 100.100.100.101 -Port 139
SQL Server Host -> Backup Share | Test-NetConnection Computer BSServer -Port 445 | Test-NetConnection Computer 100.100.100.101 -Port 445

Run on SQL Server Host : ADEVSQL16 Run on SQL Server Host : ADEVSQL16
SQL Server Host -> Backup Share | Test-NetConnection Computer BSServer -Port 139 | Test-NetConnection Computer 100.100.100.101 -Port 139
SQL Server Host -> Backup Share | Test-NetConnection Computer BSServer -Port 445 | Test-NetConnection Computer 100.100.100.101 -Port 445

Use the statements to check if required connectivity is possible.

Authorisation Backup Shares



Domain: GOS-A

1. Create Folders (Suggestion: Regular, CopyOnly, import)
2. At disk level, add following accounts with Full control:
GOS-A\DEV_gMSA_QGrp$
GOS-A\DEV12A_M_DBEng$
GOS-A\DEV12P_M_DBEng$
GOS-A\DEV12T_M_DBEng$
GOS-A\DEV16A_M_DBEng$
GOS-A\DEV16P_M_DBEng$
GOS-A\DEV16T_M_DBEng$
3. Share the Folders with Read/Wiite to accounts above.
4. On Backup Share Server : BSServer

Add [GOS-A\DEV_gMSA_QGrip$] as member of local Administrators group

Use the info to create the backup shares and authorise the existing DB Engine accounts and the
QGrip System Account.

Disk Space Estimate

BDEVSQL1601\B16AOPRD1
BDEVSQL1602\B16A0OPRD2

ives an overview of how much disk space is currently used by each Instance and subtotals by
different combination. Can be used for sizing of the new backup share or help when determining
which Instances should use the new backup shares.

2.3 Prepare for QGrip Server

~ New QGrip Server
Domain [cosa =] Machine [COEVQSOT  QGripAccount [ gMSA OGS Cose |
¥ New Domain [GOST IPAddress [100.100100122  QGrip Server Group [GSG_QGrpServers
Domain FON  [GOSCintra grponsdl og

Select domain or check new domain if applicable and fill the rest of the fields and hit Refresh.

Firewall Rules

| Q anp Server Q ::".': Database Host ADEVSQL‘Z 1m1m1m122 10102051 1460

Use info to request firewall change whenever needed.

Firewall Checks



Descrption | CheckOnName CheckOnlP
Run on QGrip Server : CDEVQS01 Run on QGrip Server : CDEVQS01
QGrip Server -> QGrip Database Host | Test-NetConnection Computer ADEVSQL12 -Port 1460 | Test-NetConnection Computer 10.10.20.51 -Port 1460'

Use the statements to check if required connectivity is possible.

Create QGrip Account

~««= On Domain Controller or Delegated server, Domain: GOS-C

---= Active Directory Users and Computers Tool:

-- Create Security Group: GSG_QGripServers

-- Add as Members of group: GSG_QGripServers I
-- Server: (DEVQSO1

-«== On Domain Controller, Domain: GOS-C
-===- PowerShell as Administrator (Member Domain/Enterprise Admin group)
Enable-WindowsOptionalFeature -FeatureName ActiveDirectory-PowerShell -Online -All

New-ADServiceAccount -name _gMSA QGrip °
~DNSHostName _gMSA_QGrip.GOS-C.intra.griponsql.org
~PrincipalsAllowedToRetrieveManagedPassword GSG_QGripServers

=+ Reboot Server: CDEVQSO1

«==« Locally, on Server : CDEVQS01

===« PowerShell as Administrator (Member Domain/Enterprise Admin group)
Enable-WindowsOptionalFeature -FeatureName ActiveDirectory-PowerShell -Online -All
Import-Module ActiveDirectory

Install-ADServiceAccount _gMSA QGrip
Test-ADServiceAccount _gMSA_QGripl

Contains instructions and PowerShell commands to create the (gMSA) QGrip System Account.

2.4 Prepare for Move QGrip Database

Doc-Tab Title
Install Move QGrip Database
This part has been described in a separate document.




3 Disaster Scripts

Whenever needed, you can use the Disaster Scripts to restore (part of) a SQL Server Instance. The
scripts are based on the information in the QGrip database and depend on the Discover job for
creating Databases, Logins and Database Users. The generated restore script will be until the latest

backup files.
Q) Disaster Scripts o X
i 1. 2 | 3. o
Environment [Test ¥ Create Databases I~ System Databases (master,model msdb) SaveAs.. l
Instance IATSTSQL'I?\TST ¥ Create Logins ™ Include IsService Application —
¥ Restore Databases I™ Application | ~] _]
¥ Correct SID DBUsers I~ Database | ~]

Sot |

Select the Instance
Select the Script type

PwnNE

Application/Database Seleci

Narrow down your selection (Optional)
Hit the [Get Script] button

[V System Databases (master,model msdb)

ystem Databases (master, model, msdb)
The scripts generated for the system databases CANNOT be used without further modification.
However, they can assist you with the latest backup files.



4 Instance-Server-Cluster

Recommended documentation
Doc-Tab Title
Infra Instance-Server-Cluster

4.1 Instance

Possible actions: View, New, Edit and Delete

You can add new Instances to QGrip and edit/delete existing ones. Immediately after adding an
Instance, the Accessibility check will start running to make sure that the Instance is approachable
and that backups can be made to all backup shares.

Note

When adding more instances, make sure you press the New button. Otherwise, you will just be
editing the current Instance.

Environment ITast :J

 Domain [aD |

InstanceName [VMNTO0123\TSTOT

%Pmﬂunher ]1433

When adding or editing an Instance you only need to enter:

Field Description

Environment For which Environment is the Instance intended.

Domain On which AD-Domain is the Instance running.

InstanceName The actual name of the Instance, must be the same as @ @SERVERNAME.

PortNumber Even if the Port Number is default, 1433, we recommend that you always enter
it.

The rest of the fields will be filled during the Discover process.

Instance Name Remark

Named Instance

Use the full name including the “Instance”: VMSQL2014\DEV

Default Instance

Do not add the MSSQLSERVER “Instance”: VMSQL2014\MSSQLSERVER
Use VMSQL2014 instead.




InstanceName, Domain and/or Portnumber has been changed

Immediately after saving these changes the A
accessibility checks will start running.

Before chicking on OK please run
statement below (or equivalent) on Instance:
VMSQL2016\PRD.1461

Statement

IF (SUSER_ID{AD\QGrip_gMSAS') IS NULL )
BEGIN
CREATE LOGIN [AD\QGrip_gMSAS] FROM WINDOWS WITH DEFAULT_DATABASE = tempdb)
END
TER SERVER ROLE [sysadmin] ADD MEMBER [AD\QGrip_gMSAS)

OK Cancel

When the Save button is pushed for a new/edited Instance, you will receive a Popup concerning the
QGrip System Account that needs to be created on the new instance in order to enable access for
QGrip. Ignoring this message will result in Accessibility problems.

Do not forget to check the Accessibility after adding new or changing existing Instances.

The Discover job of the Instance will automatically be triggered when the Instance has successfully
been added. The job will not start running if there are Accessibility issues.

Job Schedules

When an Instance has been saved and the discover job has run once on the Instance, you can edit
the Instance’s Job Schedule.

This can be done in the Schedules Window (Menu: Admin -> Jobs -> Schedules)

4.2 Server

Possible actions: View, Edit and Delete

During the Discover of an Instance, it will be determined which Server (Host) the Instance is running
on. If the host is a Server that does not yet exist in QGrip, it will be added automatically.

Only the field Licensed Cores can be edited.

Field Description

Licensed Cores (*) For SQL Server license.
(*) Number of Licensed Cores (For SQL Server) will be used in License Compliancy Report and during
the Charges (Split Cost) module.

Delete
A server that does not contain any Instances and is not Cluster Node in a Cluster can be deleted.

4.3 Clusters

11



Possible actions: View and Delete

If the Discover process detects that an Instance is running on a Cluster, the Cluster will be added to
QGrip. The Cluster information cannot be edited in QGrip.

Delete
A Cluster that does not contain any Instances or Cluster Nodes can be deleted.

12



5 Backup Shares

Recommended documentation
Doc-Tab Title
Infra Backup Share

All backups within QGrip will be made to shares. The Backup Shares added to QGrip must already
exist on your infra structure. The QGrip document

Install: Prepare Infra
contains a section suggesting how you should configure the permissions on the Backup Share to
make the integration with QGrip smooth.

EEl  Servers
[ Shares
£ Inconsistencies
[41 Keep Until Files

Br

Usage Per Instance

5.1 Backup Share: Servers

Q) BackupShare Servers - o x
r~Backup Share Server - 1 - QGrip System Account - New I
Domain  [GOSA ] || Accomt [GOSATTST gMSA OGS Edit I
Name JAsHAREDY IF Account is member of local Administrators group I Seve I
IPAddress IIUIOIOIO I_'I
Delets
BackupShareServens | _|°°"
v RNl e 0101010 3| @ | |cosAsT_ousa aGes
GOS8 BSHAREDT 10201010 3 v |GOS8\TST_gMSA_QGps
2rows

Before you can add Backup Shares, you need to add the Server that will host the Shares. You only
need to select the Domain and enter server name and IP address.

If you have enabled Encryption, Symmetric Keys and Certificates, you can see if the QGrip System
Account is Local Administrator on the Backup Share Servers, marked Red in picture above.

5.2 Backup Shares: Edit

Click on New to define a new Backup Share or Edit to change an existing one. It is only possible to
delete a BackupShare if it is no longer being used and there are no registered backup files left on it.

Name Description Remark

Share Name | The visible name of the share. Can be changed at all times.

Share Type Choose the type of backup files that will be | As soon as one Schedule is using the
stored on the Share share, no alteration is possible.

Max Parallel | The max number of processes that are Can be changed at all times.
allowed to write to the share

13




simultaneously. If the Max is reached,
other processes have to wait until one of
the busy processes has finished.

Share Path The UNC path to the share. Can be changed until one backup has
been written to the share. Changing
the path will trigger the Accessibility
Check.

Capacity These fields will be filled by the system. Not editable.

Used Space

Free Space

Max Used High Water Mark This value can be reset by using

The maximum of used space (between button:
backup and delete files) Reset Max Used
Note:

Accessibility check will run after adding or modifying Backup Shares. Do not forget to check the
status of the Accessibility checks.

Show Accounts:

Show Accounts I

Accounts on Domain: GOS-A

The folowing accounts need PN
be authonsed on the Backup Share:

S-A\TST_gMSA_GGrp$

S-A\TST19A_M_DBEng$
S-A\TST19P_M_DBEng$
S-A\TST1ST_M_DBEng$
S-A\TST22P_g_DBEng$

Add [GOS-A\TST_gMSA_QGrip$) as member of
Administrators group on the Backup Share Server. Vv

_ G|

Push this button to see all Accounts (QGrip + DBEngine) that need to be authorised for a Backup

Share.

Reset Max Used

Capacity

Used Space |
Free Space |

Max Used

20.463 MB

352MB | 1%

2.111MB | 98%

1388 MB | 6%

Reset Max Used

QGrip is continuously monitoring the Used Space on the Backup Shares. During a backup window,
the Used Space will increase as backup files are added before old files can be deleted. The Max Used
is the High Watermark and will show the Max Used up until now, even if it was a year ago. Use the
Reset Max Used button to reset the value and start all over again.

14




5.3 Backup Shares: Inconsistencies

5.3.1 Identification of BackupShare Inconsistencies

QGrip fully maintains the backup shares (except Import backup share) and the files on the shares
must be consistent with the backup files registered in the QGrip database. The following Jobs will
check for Inconsistencies:

e Domainlob: DeleteCheck-BackupFiles

e Domainlob: Check-BackupShares
Fixing any Inconsistencies should be done in the QGrip-Ul except putting Missing files back on the
backup share.

Inconsistency Types:

Inconsistency Type Description

Alien Files Files are unknown to QGrip. It is possible that the files have been restored from
Tape but the files are so old that the Job History for that file has been deleted.

Restored Files Files can be found in QGrip but are marked as Deleted. This happens when a
deleted file has been restored from Tape.

Missing Files According to the QGrip administration the files should be on the Backup Share
but they are not.

5.3.2 Resolution of BackupShare Inconsistencies

Possible Actions

Inconsistency Type Possible Action

Alien Files Let QGrip remove the files from the Backup Share

Restored Files Let QGrip remove the files from the Backup Share if they are not needed
or
Register the files in QGrip with a keep until date.

Missing Files Let QGrip remove the files from the QGrip administration
or
Manually find the files and put them back on the Backup Share

5.3.3 Delete Alien Files

) Backup Share Inconsistencies - (n] X

mmlwml Delete I

Domain | ShareName | FileName FiloSizoMB FileDate )

In the Tab Alien Files select the files you want to delete and press Delete.

15



Confirm delete Info

Mark selected files for Deletion? 1 files have been marked for deletion and will
be removed during the next run of DomainJob: Check-BackupShares

Yes Nol E

The files will be deleted during the next run of job: DomainJob — Check-BackupShares

5.3.4 Delete Restored Files

) Backup Share Inconsistencies - (u] X

e e | .

AD .Rw-Acc \\WSSWSNIMWIWMMWIW model_20201227_170006_ TRANtn 1 1202012271700

In the Tab RestoredFiles, select the files you want to delete and press Delete.

Confirm delete ‘ Info

Mark selected f£iles for Deletion? 1 files have been marked for deletion and will
be removed during the next run of DomainJob: Check-BackupShares

Yes No] E

The files will be deleted during the next run of job: DomainJob — Check-BackupShares

5.3.5 Register Restored Files

) Backup Share Inconsistencies - a] X ‘

'mmzznno

In the Tab RestoredFiles, select the files you want to Register and press Register.

Keep selected files until Please confirm

Umiledoymmnokeepmeﬁles‘? Re-register selected files and keep files until
2021-01-14 08:17 2

|2021-01-10 i 16 ~]

ok | cancel | [Yes | Mo

Enter the date until when you want to keep the files and confirm your choice.

5.3.6 Delete Missing Files

16



In the Tab MissingFiles, select the files you want to mark as deleted and press Delete.

Confirm delete

o Mark selected files as Deleted in the Job History?

"°|7_

Confirm your choice.

5.4 Backup Shares: Keep Until Files

This window shows the Backup Files for which the “Keep Until” date has been set. Normally, that are
CopyOnly, Archive and Baseline backups but it can also be Restored Files that have been “Re-
Registered”.

) Keep Until Backup files - o b
[~Filter [~Status Refresh I
Domsin |aD ~] || Copacity [ 61088MB SetKeepnti |
Backupshore [ETTRCTTTTOOTRN ~ | || UsedSpce [ o3rive [ 6% cose_|
FreeSpoce [ 51777MB | 4%
BackupFiles |

| Domain | Enviconment | Instance | Database | Application | Type | FileName | FileDate

You can change the Keep Until date by selecting backup files in the overview and press
[SetKeepUntil]:

New Keep Until date ‘ Please confirm

Choose new Keep Until date. Por selected files, Set Keep Until date to
-01- : ?

|202|-01-H08:54 ZI 2021-01-14 08:54

ok | cancel | [yes | Mo

Set the date in the past if you want the files to be deleted as soon as possible.

17



6 QGrip Servers

Recommended documentation
Doc-Tab Title
Infra QGripServer

You can view all QGrip Servers but you can only Edit the Remark and IP Address if it is missing.

If a QGrip Server is part of a Multiple Domain Configuration and is using a QGripMSA to
communicate with the QGrip Database, you can also change the change password frequency and
time.

QGripServers |
Domain | SeverName | IPAddress | LastBtradob || NextPasswordChange | |
GOSA  |ATSTQSOl  |10.10.30.41 |2024-041510:01 |n/A |
» GOS8  |BTSTQSO1  |10203041 |2024-04-1510:01|[2024-04-16 09:35:00

The Extra Job should run every minute on all QGrip Servers. If you suspect that a QGrip Server is not
working properly, check the time of LastExtralob. If it is more that 3 minutes ago, login on the QGrip
Server and check the Logfiles for errors.

7 Monitor Hosts

Recommended documentation

Doc-Tab Title

Plugins Mail Backup Report

Plugins External Monitoring

€ Monitor Hosts - 0O X ‘
Plugn | HostName | Domain | LognName | LastActive

ATSTGSO GOS-A GOS-A\Dan_Admin | 2024-04-14 14:52
Extemal Monitoring | ATSTQS01 GOS-A GOS-A\Dan_Admin | 2024-04-14 14:55

If you are using the Plugins Backup Report and/or External Monitoring, you can see from which host
they are initiated, the Login Name and when it was Last Active.

18



8 FileTransfer-Method

The FileTransfer-Method menu item will only be visible in a Multiple Domain Configuration (more
than 1 AD-Domain).

~I” FileShare
Domain  |GOS-A
SharePath |
¥ FTP
Server  [1020.10.20
Port {21
User |QGrpFTP
Password [ Show l
[™ Use SSL (Server Certificate)

Select the protocol/option you want to use and fill the parameters.

The accessibility check QGripServer-TransferMethod will start running for all QGripServers
immediately after saving changes.

If QGrip does not yet support the method you want to use, please let us know and we will see if we
can add it.

9 Encryption

Recommended documentation

Doc-Tab Title

Infra Encryption (Keys and Certificates)
Jobs QGrip Backup Encryption
Not Available

This information is not yet available.

You will need to
0 ‘Enable SymmetricKeys and Certificates’

fizrse.
Menu: Admin -> Config -> Encryption Config

i
The Symmetric Keys and Certificate module will not be available as long as it has not yet been
enabled.
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Temporary Status:

Queued For CopyTo

Queued For Create

Queued For Drop

Queued For Backup

Queued For Verify-Password
All actions done on Symmetric Keys and Certificates are done via the Remotelob Queue with as Job
Type ‘SymmetricKey’ or ‘Certificate’. When a request has been placed on the Queue to be executed,
the object will get a Temporary Status. As long as it has that status, the object cannot be changed in

the QGrip-Ul. When your request, let say Create Symmetric Key has been processed, you will receive
a personal message.

Config error

No BackupShare with QGripSystemAccount member of Administrators group.
Check the Encryption documentation and configure the BackupShares/Servers.

If you try to start an action and there is no Backup Share available for Backup/Import, you will
receive the error message above.

9.1 Symmetric Keys

) symmetric Keys - 0 X
Filter ~ Export Parameters
I™ Domain [cosa ] ™ KeyLevel [INSTANCE -] || Delimiter [ Comma
I Environment |Teg I [T Status | 0K I Text Qualifier I'
F KeyType  [MASTERKEY ~] I Show OK-Dropped Symmetric Keys
Symmetnc Keys |
KeyType | Domain Environment Keylevel  Instance | Database Name
» GOS-A Test DATABASE  ADEVSQLIZ\TST MSY_T Core | #8MS_DatabaseM
MASTER KEY |GOS-A Test DATABASE  ADEVSQLI2Z\TST MSY_T_Stagng  #5MS_DatabaseM
MASTER KEY | GOS-A Test DATABASE  ADEVSQLIG\TST TE_T_Man #3MS_DatabaseM
MASTER KEY |GOS-A Test INSTANCE  ADEVSQLI2Z\TST master HEMS_DatabaseM
MASTER KEY | GOS-A Test INSTANCE  ADEVSQLIG\TST master #3MS_DatabaseM
MASTER KEY | GOS-A Acceptance DATABASE  ADEVSQL16\ACC TE_A_Man #5MS_DatabaseM

The Symmetric Keys main window is compact with a lot of different buttons that will be explained
here below.
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The status of a Symmetric Key depends on the availability of information and if QGrip is able to
backup and import the Key to QGrip.

Status Remark

Password Missing

As long as the password is missing, QGrip will not be able to
backup and import the Symmetric Key (file) to QGrip.

Import Missing

Password is available but Backup/Import fails because of missing
Authorisation on the Backup Share server (QGrip System Account
member of Administrators group)

OK

Password is available and import to QGrip completed.

OK-Dropped

Password is available and import to QGrip completed but the
Symmetric Key has been dropped on the Instance.

9.1.1 Symmetric Key: Refresh

~Filter

" Domasin  [GOSA | I KeylLevel [INSTANCE

I'Buim-mrr.u ;ll'sn- Jox

F Key Type IWTERIGY ;l I™ Show OK-Dropped Symmetric Keys

When the Refresh button is pushed, the data in the tab page will be refreshed according to the

setting in the Filter.

9.1.2 Symmetric Key: Details
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Sy Keys : #4MS_D.

E

Ll Nome  [REMS Dutabaseasterker s Domsin  [GOSA Crested [20210528 091113 ome_|
KeyType  [MASTERKEY Environment [Test Moded [2021052803.1113
B e e —
CopyTo... | Crestedty [aGo Dusbase  [iSV TG rvoed ERBBBTIE
| J— S
LI ~Detais
e
_' KeylD [lor  ThombPriet |
Exp2File I Keylegth [  ProviderType |
Mgorithn  [AES 256 ProviderGuid [
_ Deee |||, e ares
_ Close | p—
 Password
i _ Updte Paswwrd_ |

AddedBy [Dsnidmn A [maosmosnior
ModedBy \DEV_gMSA_QGrp$ A [20210528 180226

When the Details button is pushed, the details of the current row in the tab page will be shown.

Update-Password

e D
Password

!>Paaword| Update-Password |

If the status of the Symmetric Key is ‘Password Missing’ you can add the password if you have it and
hit the ‘Update-Password’ button. QGrip will save the password its database and push a ‘Verify-
Password’ job on the Queue. If the password you entered is incorrect, the status will go back to
‘Password Missing’. If it is correct, a backup and import of the Symmetric Key will be done and the
status changed to ‘OK’.

Verify-Password

= I

=

Password |38ACD6FBnESE2N43437nAwASANOB77E0345DBED6330823F IvAF87AVAE3VBC22 Verify-Password |

If the status of the Symmetric Key is ‘OK’ you can hit the ‘Verify-Password’ button to check that the
password is still correct. If the password is incorrect, the Symmetric Key will get the status ‘Password
Missing’. The backup/import of the key have now also been removed as they are no longer valid and
the backup/import useless.

9.1.3 Symmetric Key: Create
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| Test
|ADEVSQUIZTST

|master

With the Create button, you can create a new Symmetric Key (of type MASTER KEY). Depending on
the Key Level (INSTANCE/DATABASE) it can be created on a user database or in the master. A
password of length 64 will be generated for the key and saved in the QGrip database.

9.1.4 Symmetric Key: CopyTo

With the CopyTo button, you can copy an existing Symmetric Key to another database. You will only
be able to copy Key Level to the same Key Level (master -> master or user database -> user
database). You have the option to choose Decryption by Existing or New Password. If New Password
is chosen, a password of length 64 will be generated.

9.1.5 Symmetric Key: Drop

The difference between Drop and Delete is that Drop will drop the Symmetric Key on the Instance.
The Symmetric Key info, including Backup/Import will still remain in the QGrip database.
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Confirm Drop

Drop
SymmetricKey : MASTER KEY (#$#MS_DatabaseMasterKeyss)
Level : DATABASE

On
Domain : GOS-A

Environment : Test
Instance : ADEVSQL12\TST
Database : MSY_T_Staging

SymmetricKey - Drop-Output ~ (EmoriMessage | Detais |
Exception calling "ExecuteNonQuery" with "0" argument(s):
"Cannot drop master key because certificate ''Test-Cert'' is encrypted by it."™

Drop the Symmetric Key related to the current row in the tab-page on the remote Instance. The
information in QGrip will remain but the Symmetric Key will get the status: OK-Dropped

It is possible that the drop fails if the Symmetric Key has been used for encryption of other objects.
In that case, the status will not change and no alterations will be made to the Symmetric Key.

9.1.6 Symmetric Key: ExpBackup

To export Backups Imported to QGrip, select the Symmetric Keys in the tab-page and hit the
ExpBackup button. The status of the Symmetric Keys must be ‘OK’ or OK-Dropped’. You will be asked
to select to save a file. We advise you to create a new directory because as all the files will be saved
there.
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> SymmKeys v O Search

Name

| 20211016-1240.(1).[ADEVSQL16$TST).[TE_T_Main|.[##MS_DatabaseMasterKey##).(OK)
| 20211016-1240.{2).[ADEVSQL1 2$TST].[MSY_T_Staging].[##MS_DatabaseMasterKey##].[OK]
| 20211016-1240.[3).[ADEVSQL12$TST).[MSY_T_Core].[## MS_DatabaseMasterKey##].[OK]

Restore Script : SymmetricKeys

Restore SymmeticKeys Scrpt |

7 .

* Script to Restore SymmetricKeys

¢ Generated by : GOS-A\dan_admin

* Generated date : 20211016-1240

* Path needs to be accessible to SQL Sexver Instance.

* Adjust path in script if files are moved.
‘..‘0.0.000.000‘..‘O.......00..000000‘..0...00.‘./

RESTORE MASTER KEY

FROM FILE = 'C:\Users\dan_admin\Documents\Sy=mKeys\20211016-1240. (1) . (ADEVSQL16$TST].
(TE_T_Main]. ($$MS_DatabaseMasterKey#s). (OK] "'

DECRYPTION BY PASSWORD = "33C6F9D8t2>8552t4622tA462Ter1l I FE384F43DCED7IESBTLEACTEL49432A032"
ENCRYPTION BY PASSWORD = '60222CF32h8SEShH4SUE43N92ELIhEAFABIBIDBAGE4FI8DA2K7BA0K47FEKEIESE"
Go

The files to (re-)create the Symmetric Keys have been placed in the directory. A popup with a script
to create the objects will be shown. This popup will contain passwords and you should pay attention
to where you save it.

Mark as Exported

o Mark Symmetric Keys as Exported?

e ] % |

You will receive a question if you want to mark the Symmetric Keys as exported or not. This is
important for the delete that will be explained in one of the following sections. Only records with
status ‘OK-Dropped’ and ‘Marked as Exported’ can be deleted from the QGrip administration.

9.1.7 Symmetric Key: Exp2File

JRIT:

The difference between ‘ExpBackup’ and ‘Exp2File’ is that ‘Exp2File’ saves the selected rows in the
tab-page to a csv-file, including the Symmetric Key passwords. The ‘Export Parameters’ will be used
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to configure the file. The file will contain passwords and you should pay attention to where you save
it.

9.1.8 Symmetric Key: Delete

The difference between Delete and Drop is that Delete will delete the Symmetric Key from the QGrip
administration. Delete is only possible if the Symmetric Key has status ‘OK-Dropped’ and has been
marked as ‘Exported’.

Confirm Delete

o Delete selected 1 Symmetric Keys from the QGrip Administration?

[ ok | conca |

Select the Symmetric Keys you want to delete from the QGrip administration and hit Delete. QGrip
will check that the records have the right status and that they have been marked as ‘Exported’.

9.2 Certificates

€) Certificates - (m] X
P __Reiesh_|
[~ Domain [cosA ] I CertLevel [INSTANCE |
™ Environment |Test | [" Status Jok | — I
EncryptionType |amvp1’go_ay_umm_m ~| I~ Show OK-Dropped Certificates -

CopyTo...
Cenicates | _ oo |
Doman | Envionment | Cetlevel | Instance Database Name ExpBackup |
Z_m DATABASE | ADEVSQLIZ\TST | MSY_T_Core | TestCet —
GOS-A  |Test DATABASE  |ADEVSQLIZ\TST |MSY_T_Staging | Test-Cert _l
GOS-A  |Test DATABASE |ADEVSQLIG\TST | TE_T_Man  |TestCet Close |
GOS-A  |Test INSTANCE | ADEVSQLIZ\TST | master Test
GOS-A  |Acceptance  |INSTANCE | ADEVSQLIG\ACC |master QGrp-Backup-ADEVSQL168ACC-202110)|
GOSA  |Acceptance  |INSTANCE | ADEVSQLIG\ACC |master Test
K — J

The Certificates main window is compact with a lot of different buttons that will be explained here
below.
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The status of a Certificate depends on the availability of information and if QGrip is able to backup
and import the Certificate to QGrip. QGrip will only allow ‘Actions’ on Certificates that have
encryption type ‘ENCRYPTED_BY_MASTER_KEY’. If another Encryption type is selected in the filter,
the action buttons will be disabled.

Status Remark

Import Missing Certificate is available but Backup/Import fails because of missing
Authorisation on the Backup Share server (QGrip System Account
member of Administrators group). If the Cert Level is DATABASE
and the Password of the Symmetric Key (MASTER KEY) is not in
QGrip, the status will also be Import Missing.

OK Password is available and import to QGrip completed.
OK-Dropped Import to QGrip completed but the Certificate has been dropped
on the Instance.

Symmetric Key Automatically created
Whenever needed, if a certificate is created or copied to a new Instance/Database, QGrip will
automatically create the needed Symmetric Key (MASTER KEY) to complete the request.

9.2.1 Certificate: Refresh

I Domain  [GOSA =] T CertLevel [INSTANCE =l
I™ Environment |Test | T swatus Jok -]
EncryptionType |ENCRYPTED_BY_MASTER KEY | I Show OK-Dropped Certificates

When the Refresh button is pushed, the data in the tab page will be refreshed according to the
setting in the Filter.

9.2.2 Certificate: Details
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~Centificate

Name [Test Cer]

Certlevel [DATABASE  Domain  [GOSA LastBackupUTC [20210528 154024
StartDste  [20210928110134  Emvironment [Test BackupCet [
ExpiryDate [20220928110134  Instance  [ADEVSQLIZTST  Dropped
CrestedBy [~ Databsse  [MSY_T_Coe Imported [0z 174026
sas oK L E—
~Details

KeyLength | SerialNumber 26 878 06 3 57 90 43 53 0 81 4a b7 68 07

Subject  [TestCent

-

AttestedBy |

AddedBy  [GOS-A\DEV_gMSA_QGros ] 10928 17:36:44
ModifiedBy [GOS-A\DEV_gMSA OGS A [20210928 17:4024

When the Details button is pushed, the details of the current row in the tab page will be shown.

9.2.3 Certificate: Create

Subject
Encryption
Cert Level
StartDate
ExpiryDate

[MyNewCent

[My New Cen
[ENCRYPTED_BY_MASTER KEY
(ML= — -
[22110151832  ~]
[22210161822 ]

With the Create button, you can create a new Certificate. Depending on the Key Level

(INSTANCE/DATABASE) it can be created on a user database or in the master. You will need to enter
a name and subject. The Start Date is automatically set to yesterday. This is to prevent warnings as

certificates are using UTC time.

9.2.4 Certificate: CopyTo
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. Certificate
Neme  [TestCon
Subject  [TestCon
Encryption _BY_MASTER_KEY
Certlevel [DATABASE >

SwrtDate  [20210528 1101

ExpiryDate Immun,on -I

r~Copy From

Domsin  [GOSA

Ervironment ﬁi-

lestance  [ADEVSQLIZTST

Dstabese  [MSY_T_stagng

rCreate On
Domain

Environment |Test

Instance | ADEVSQLIZATST

Dasbase  [0Grp_20210626

9.2.5 Certificate: Drop

With the CopyTo button, you can copy an existing Certificate to another database. You will only be
able to copy Cert Level to the same Cert Level (master -> master or user database -> user database).

The difference between Drop and Delete is that Drop will drop the Certificate on the remote
Instance. The Certificate info, including Backup/Import will still remain in the QGrip database.

Confirm Drop

Drop
Certificate : Test-Cert
Level : DATABASE

On
Domain : GOS-A

Environment : Test
Instance : ADEVSQL12\TST
Database : MSY_T_Staging

[ox ] _coe |

9.2.6 Certificate: ExpBackup
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Drop the Certificate related to the current row in the tab-page on the remote Instance. The
information in QGrip will remain but the Certificate will get the status: OK-Dropped

It is possible that the drop fails if the Certificate has been used for encryption of other objects. In
that case, the status will not change and no alterations will be made to the Certificate.




To export Backups Imported to QGrip, select the Certificates in the tab-page and hit the ExpBackup
button. The status of the Certificates must be ‘OK’ or OK-Dropped’. You will be asked to select to
save a file. We advise you to create a new directory because as all the files will be saved there.

> Certs
Name

| 20211016-1838[1).[ADEVSQL16$TST].[TE_T_Main].[Test-Cert] [OK].cert

| 20211016-1838.(1).[ADEVSQL16$TST].[TE_T_Main].[Test-Cert].[OK] key

| 20211016-1838.[2].[ADEVSQLI2STST].[MSY_T_Staging).[Test-Cert).[OK].cert
| 20211016-1838.2).[ADEVSQL12STSTL.IMSY_T_Staging].[Test-Cert].[OK].key
| 20211016-1838[3].[ADEVSQL12$TST].[MSY_T_Core}.[Test-Cert].[OK].cert
| 20211016-1838,[3).[ADEVSQL12$TST].[MSY_T_Core).Test-Cert].[OK] key

Create Script : Certificates

Create Cestficates Scrt |

4
¢ Script to create Certificates

* Generated by : GOS-A\dan_admin

* Generated date : 20211016-1838

* Path needs to be ible to SQL S I
* Adjust path in script if files are moved.

/
CREATE CERTIFICATE (Test-Cert)

|¥ITH PRIVATE KEY(
FILE = 'C:\Usexs\dan_; M\Doa-nn\c.nn\!onxo“-ll“ (1. tmvmxum: (TE_T_Main].(Test-Cert). (OK].key',
DECRYPTION BY PASSWORD = *71121yDF6R Eg2547g46E7gAABA")

GO

FROM FILE = 'C:\Users\dan_admin\Documents\Cercs\20211016-1838.(1]). (ADEVSQLIE$TST]. (TE_T Main). (Test-Cert]. (OK].cezt’

I >

v

ddi

The files to (re-)create the Certificates have been placed in the directory. A popup with a script to
create the objects will be shown. This popup will contain passwords and you should pay attention to

where you save it.

Mark as Exported

o Mark Certificates as Exported?

Yes No |

You will receive a question if you want to mark the Certificates as exported or not. This is important
for the delete that will be explained in the following sections. Only records with status ‘OK-Dropped’

and ‘Marked as Exported’ can be deleted from the QGrip administration.

9.2.7 Certificate: Delete
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The difference between Delete and Drop is that Delete will delete the Certificate from the QGrip
administration. Delete is only possible if the Certificate has status ‘OK-Dropped’ and has been

marked as ‘Exported’.

Confirm Delete

o Delete selected 1 Certificates from the QGrip Administration?

[ox ]

Cancel |

M.

Select the Certificates you want to delete from the QGrip administration and hit Delete. QGrip will
check that the records have the right status and that they have been marked as ‘Exported’.

9.3 Always On: Symmetric Keys & Certificates

You might have noticed that there is no distinction made with DB Host type Instance/Listener in the
Symmetric Keys and Certificates windows above and that is on purpose. Whenever you manipulate
(Create, CopyTo, Drop or Backup) a Symmetric Key or Certificate of a database being part of an
availability group on an Always On cluster, the action will automatically be performed for the
databases in all replicas.

Passwords used for Symmetric Keys as well as File Passwords and Import files will be identical.
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10 Accessibility

Recommended documentation
Doc-Tab Title
Infra Accessibility

In order for QGrip to work properly the
Accessibility triangle needs to be in order at all
times.

1. Every QGripServer -> Every Instances

2. Every QGripServer -> Every BackupShares

3. Every Instances -> Every BackupShares

The check (1 and 2) will be triggered and start
running immediately after one of these actions:
e New QGripServer
e New BackupShare
e BackupShare path changed
e New Instance
e Instance Name or Port Number changed

Check 3 will only start when check 1 and 2 have been successful for Instance/BackupShare
combination.

All QGrip processes on all QGripServers run under one account (QGrip System Account). That
account must have full rights on all BackupShares and be SYSADMIN (directly) on all Instances. The
DBEngine account of all Instances must also have full rights on all BackupShares to be able to backup
and restore/clone databases.

Additional Accessibility check for Always On Cluster.
4. Every QGripServer -> Every Listener

Listener

The check 4 will be triggered and start running
immediately after one of these actions:

e New QGripServer

e New Listener

e Listener IP Address or Port Number changed

32



Additional Accessibility check for FileTransfer
Method
5. Every QGripServer -> FileTransfer
Method

The check 5 will be triggered and start running
immediately after one of these actions:
e New QGripServer
e New FileTransfer Method
e Parameters FileTransfer Method
Changed

e

¥ Enable Symmetric Keys and Certificates
Check every I 13: m That QGrip System Accounts are Local Administrators on the Backup Share Servers.
(Admin->Infra->Accessibility: QGripAccount-IsLocalAdmin)

Additional Accessibility check for QGripAccount-IsLocalAdmin on Backup Share server. This check,
number 6, is the only check that is repeatable.

Tab Check Description

Failed 1,2,3,4,5,6 | Open the details to see hints on what might cause
failure.

ToDo 1,2,3,4,5,6 | Waiting to start, remember that 3 will only start if 1-2
are ok.

Successful checks.

Successful checks.

Successful checks.

Successful checks, only for Always On.
Successful checks, only in Multiple AD-Domain
Configuration.

QGripAccount-IsLocalAdmin 6 Successful checks, only if Symmetric Keys and
Certificates have been enabled.

QGripServer-Instance
QGripServer-BackupShare
Instance-BackupShare
QGripServer-Listener
QGripServer-TransferMethod

ViR IWIN|E-

The Accessibility window has 8 tabs.

©) Accessibility Checks - (m] X
Failed| ToDo QGripServer- | aGripServerBackupShare | Instance-BackupShare | QGripServer Listener | QGripServer-TransferMethod | Refiesh |
| il j _ChaekDate Time . |
Server-instance  [VMSSO01] -> [VMSQL1201\ACC) 2021-01-06 1628
QGripServer-instance  [VMSS01] -> [VMSQL1201\PRD) 2021-01-06 1628
QGnpServerinstance  [VMSS01)-> [VMSQL1601\INSTO1) OK 2021-01-06 1154 Close |
4 . el - + -

ReCheck by selecting rows and press ReCheck button. Works for all Tabs except for ToDo.
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) Accessibility Checks - (] X

[VMSQL1201IACC] -> [CopyOnly] [ToDo 2021-01-06 1634
[VMSQLI20IACC) -> [Regular-Al] [roDo 20210106 1634

If checks are not being picked up from the ToDo tab-page, it will probably be check type 3 and check
type 1 and/or 2 have failed for the combination.
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