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1 Teams & Authorisation

All changed made to Teams & Authorisation can be found in the Trace Module.
Doc-Tab Title
Reports Trace Reports

The authorisation within QGrip is based on teams and team membership.

The way you can define teams is very flexible, but unfortunately that also means that it can get very
complex. Setting up a strategy before defining teams is a good idea. If you have a small organisation
it might even be sufficient to use only the predefined QGrip teams and maybe one additional team
for all other users.



When creating a new eam, authorisation for the team is defined. Next step is to add the
Application(s) that the authorisations are valid for and finally add QGrip users as members of the
team.

2 Team Types

Team Types
QGrip The standard QGrip teams.

Template Generated teams that form base for defining new teams.
Organisation The user defined teams that reflect organisational structure.

2.1 QGrip Teams

QGrip has 3 standard teams.

a QGrip
& €3 QGrip-Admin

- QGrip-AppAdmin
#- €3 QGrip-User

These teams cannot be deleted and their names cannot be changed.



The QGrip-Admin and QGrip-AppAdmin teams do both have Authorisations that can be adjusted.
Both teams are defined for all Application within QGrip and can have members.

This team has no rights and cannot be edited. Its members are all “Active” users within QGrip. If a
user is set as “InActive”, it will be removed from all teams including the QGrip-User team.

2.1.1 QGrip-Admin Team
This is the “Super User” team. Its team members should know QGrip well and have extended SQL
Server knowledge (DBA). This is the only team that has access to the Admin, Trace and Reports

menus in the QGrip-Ul.

Deselecting menu items for this team is not possible but changing Request/Approve/Auto-Approval
for all jobs and actions is possible.

~ v AppOhjects
[*Adk-Env | ["AiEny
¥ Restoreftiane (T
Request Approve
|"AlkEv x| [AlkEny

Initially, the Auto-Approval for AppObjects and Restore/Clone (To) is set to No-Env for the QGrip-
Admin Team. You might want to change this but we strongly advise you never to set this to a value
including the Production environment.



2.1.2 QGrip-AppAdmin Team

This team is meant for overall Application Managers. Its team members should know QGrip and the
Organisations and their Applications added to QGrip well.

During the installation of QGrip default authorisation have been given to the team. After an initial
installation you should check and adjust the authorisation to fit your own organisation.

2.2 Template Teams

Authorisation

Job X

*+ Request Dev, Tst, Acc
* Approve Dev, Tst

Template teams do not have any members or applications. When a new team is created it will be
based on a Template. The settings in the Template will then be either Copied of Inherited. Changing
a Template will affect all inherited teams.

:!i} Template-Organisation
=4 Template-Unit
é* Template-Application

Template Levels

Template Level Description

Organisation Organisation and underlaying Units and Applications.
Unit Unit and underlaying Applications.
Application Application.

- % Template-Organisation
# & Organisation-Admin
#- €} Organisation-AppAdmin
&€ Organisation-Developer
Ela Organisation-DevOps
@ Organisation-FA-Tester
G Organisation-UA-Tester
&€ Organisation-User

Template Functions/Roles

Functions Description \ Environments
Admin (*) Super user within 1 Organisation All

AppAdmin Application Admin All

Developer Developer Develop
DevOps DevOps team All

FAT-Tester Functional Acceptance Tester Test
UAT-Tester User Acceptance Tester Acceptance
IAT-Tester Integration Acceptance Tester Integration




(*) Only available at Organisation Level. If you have more organisations (Companies) in QGrip you
might want to have separate Admins for each organisation. These Admins will NOT have access to

the Admin, Trace and Reports menus.

2.3 Organisation Teams

The Organisation Teams are the Teams that you create. The teams have Authorisations,
Application(s) and Members.

Pre-requests Description

Template-Teams | The Template-Teams have been created and configured.

Organisation The Organisations (Organisation/Units/Applications) have been
added to QGrip.
o Grip on SQL
-8 GriponSQL-DevOps
~lp Access
& -4 IT-Senvice
=-4fp Sales

-3 Sales-DevOps
- € Sales-DevOps-inherit

& il Pushy
€3 Pushy-FA-Tester

Difference Team Level

Level Application selection

Organisation Either all applications within the Organisation or a selection.
Unit Either all applications within the Unit or a selection.
Application For specific Application.

3 Authorisation

Authorisation is be set per team.



3.1 Request, Approve, Auto-Approval

When defining authorisation for Jobs/Actions that will run on the Infra, we distinguish between

different (DTAP) environments for Request, Approve and Auto-Approval.

Environment Action Types

Action Type Remark

Request

For which Environment(s) is team authorised to Request a Job/Action.

Approve

For which Environment(s) is team authorised to Approve a Job/Action
Request.

Auto-Approval

For which Environment(s) is team authorised for Auto-Approval.
Auto-Approval means that no separate approval is needed.

When Auto-Approval applies to a Job/Action request, it will start running
immediately when due.

Environments

InUse

FullName

Develop

UnitTest

Test

Acceptance

Integration

" |Production

The choices for selecting environments, depend on the Environments that are in use.

Choices Env Example  Authorised for Remark

No-Env No Environment, not authorised.

*All-Env Dev, Tst, Acc, Prd | All Environments.

<= [Env] <=Acc Dev, Tst, Acc All Environments lower than or equal to [Env].




[Env] Acc

Acc

Just the selected Environment.

[Env1] <= [Env2]

Tst <= Acc

Tst, Acc

All Environments between [Env1] and [Env2]

3.2 Authorisation - Per App

[v Edit Database Alias
[v Edit PostClone Script

~[¥ AppObijects |
Request ‘Approve Autc-Approval
[*All-Env | [AIrEnv | [No-Env |
~|¥ Passwords
Environment ]WFEW _:_|

The different items are part of the menu Application in the QGrip-Ul. These authorisations have a
direct link with the Applications added to the team.

Note

When a team is authorised for passwords in a certain environment, it has full control and can also
change the passwords for the applications.

3.3 Authorisation - Job

~[v Backup/Maintenance
,| Request Approve Auto-Approval
[*AI-Env > | ["ArEnv | |*anEnv |
| ¥ Restore/Clone To
= | Request Approve Auto-Approval
|"AII-E|w ;l |“'All-Env :l I"D?U :l
_ ~[¥ CloneFrom
Request Approve Auto-Approval
|*All-Env | [*AlEnv x| |<=Acc ~|
|17 Dicover
Request Approve Auto-Approval
[*Ai-Env | |*AIEnv | [AnEnw ~|

The different items are part of the menu Jobs in the QGrip-Ul. The Discover job is per Environment
only. The other jobs are only for the Applications added to the team.

3.4 Authorisation - Global




~ Application Menu
[T EditContacts
[~ Edit Organisation/Unit/Application
[T Link Objects to Application
[~ Label Clients

—Jobs Menu

[¥ View Daily Check
[ View Queues

[ View Running Jobs
™ Run CleanUp Jobs
I~ Run Domain Jobs

— Team Members
[~ Approve Team Members

Not released to specific Environment or Application. Edit Contacts can not be set separately but will
be included the Edit Organisation/Unit/Application is enabled.

4 Create Template Teams

) Teams - Authorisation

n

= X
S BRXEIQ
Foas I |i Organisations
=@ Organisations
. @ 8 GriponSQL Organinﬁnnll
=€ QGrip | Organisation
[ 3
Create Template Teams New | Edt | Detets | ciose |

Before you can start to create your own teams, the Template Teams need to be created. The button
‘Create Template Teams’ will only be visible if the action is needed. Remember to specify all (DTAP)

you are going to use before you create the Template Teams.
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F

% Template-Organisation
s €3 Organisation-Admin
51 £ Organisation-AppAdmin
s €3 Organisation-Developer
w3 Organisation-DevOps
+1-&3 Organisation-FA-Tester
51 &3 Organisation-UA-Tester
- & Organisation-User
-4 Template-Unit

-- & Unit-AppAdmin
i€ Unit-Developer
-8 UnitDevOps
@@ UnitFA-Tester

-G - - - B R

m

FA-Tester
&3 UnitUA-Tester UA-Tester

@€ UnitUser

£l % Template-Applieation
@ @ Application-AppAdmin
€3 Application-Developer
& €3 Application-DevOps
-3 Application-FA-Tester
w1 €3 Application-UA-Tester
w- & Application-User

User

On each level (Organisation, Unit and Application) a set of Teams are created for different
functions/roles.

4.1 Template Team - Levels

% Template-Organisation
=3 Organisation-Admin
-3 Organisation-AppAdmin
=& Organisation-Developer
=-§3 Organisation-DevOps
) Organisation-FA-Tester
E-a Organisation-UA-Tester
-3 Organisation-User
-/ Template-Unit
=-£% Unit-AppAdmin
@& Unit-Developer
-3 UnitDevOps
-3 UnitFA-Tester
- Unit-UA-Tester
=2 Unit-User
&% Template-Application
Eflﬁ Application-AppAdmin
w-&3 Application-Developer
% @ Application-DevOps
v &3 Application-FA-Tester
E% Application-UA-Tester
w1 &3 Application-User

The different Levels (Organisation, Unit and Application) are used for the Application selection for
the new team.

Organisation level: Either all applications within the Organisation or a selection.
Unit level: Either all applications within the Unit or a selection.
Application level: Always for one specific application, cannot be changed.

All Applications with current [Level]
Team is authorised for all current and future applications within the level.

Selected Applications
Team is always authorised for application, even if it is moved to another Organisation/Unit.

11



4.2 Template Team — Inherit or Copy

[¥! View Daily Check
| [V View Qusues
¥ View Running Jobs

¥ View Daily Check

[T View Quetes
[¥ View Running Jobs

Inherited
When a team is inherited from a template, the authorisations cannot be edited in the Defined Team.
Any changes to the Template will affect all Inherited teams.

Copied
When a team is copied from a template, the authorisations are just initially copied. They can be
edited in the Defined Team. Changing the Template will not have affect on the Defined team.

Name  [Sales-DevOps ~ Name  [Sales-DevOps-inherit

Source  |Copy of Template: Unit-DevOps ~ Source {inherited rom Template: Unit-DevOps _.
LevelPath [Grip on SQL -> Sales ~ LevelPath |Grip on SQL -> Sales

Level  [Unit Level  [Unit

Function  [DevOps Function  [DevOps

The Source of a Defined team shows if it has been copied or inherited.

p Unit-DevOps

Team | PerApp | Job | Global _InheritedBy |
TeamMName | Level
» Sales-DevOps-inherit (U1 DevOps

The Tab ‘Inherited By’ in the Template Team shows its inherited teams.

5 Create Team

12



1. Create

2. Add Applications
— Organisation & Unit Level
3. Add Members

These are the basic steps. If you copy from a template you might want to adjust the authorisations

as well.

[Organisation |

team

New Team

|Access
» IT-Service

e ISaIes-stOps 1—%
| i level  |Unit —— x| Organisation |Grip on SQL =]
AppAdmin Function |st0 LI Uit |33E°5 """—-__-H
|User | /
Developer -
FF\'TES?BT Template IUnll—Dev()ps L! |Ccpy ﬂ
|UA-Tester
ok | cancel |

~ |Inherit

Level and Function will set the Template. Choose for Copy or Inherit and finalise with selection of

Organisation, Unit and Applications if applicable. The Set Name button will generate a default name.

Edit Team Applications ; Sales-DevOps

|G Sales-DevOps

Applications 1

[ All Applications within Cumrent Unit
Selected Applications

Application

Candidate Applications

Application

CSosel

Select the applications one by one or choose for ‘All Applications within current [Level]’.

Edit Team Members : Sales-DevOps

ﬁ Sales-DevOps
Members ]
Selected Members Candidate Members
UserlD | UserName UserlD | UserName
3 Rob » Dan

AD\SA_QGrip  TestAccount

Close

Add the team members.
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6 Team Membership Request

€} MyTeams =

a b4
MyTeams l Teamletais I Clase I
 Teambame | LevePam  Ssus | SmwsDse | | | [ SakesDevps

7
3
g
Ei

Team |Paripp | Job | Global| Apphcations |

Name-  [Sales-DovOpa

Terminate Membarshp Source ICupy of Template: Lint-Devlos

1 [

Ohﬂim] Confirm Request
| TeamNama LevelPath o Bequest Membership for
iananG!:Dw_Ops _a@oqsm ) Teas : Sales-DevOps

IT-Senvice-DevOps | Giip on SOL > IT-Service

:Dan—Aperrm No !

> Saken

‘Sales-Dav0ps-inhent Grpon S0OL -> Sal

Request Membership | T >

A QGrip-User can request membership to a team.
e  QGrip-Ul: File -> MyTeams

All QGrip users with ‘Approve Team Members’ authorisation will see the following button in the
Message bar:

: TeamMember : 1 I

hia

a TeamMember -

TeamMember |

TeamName | LevelPath UserName | UserdD Status StatusDate
4 Grip on SQL -> Sales |Dan AD\Dan_Admin | Awaiting Approval | 2021-01-19 16:37

i

If the request is denied, a reason has to be entered. The QGrip-User who requested the membership
receives a personal message when the request has been Approved or Denied.

7 Re-create Templates

. Waming ]
Category Domain Object ‘Message
Incomplete Template : Teams Template Teams nead to be re-created.

If Environments have been added or deleted after the Template Teams were created, a warning will
be issued.

14



I ) Teams - Authorisation == O x
i » 8 X[ S

Teams | p GGnp
- f§ Organisations
e-8 Teams i
| @ & QGrip-Admin .
Bl o —
| @€ QGrip-User 4 QGrip  Admin
@ '# Template-Organisation QGnp-AppAdmin | QGnp AppAdmin
QGnp-User QGrip User

| Recreste Template Teams | new | Edt | Dose | clse |

In the Teams - Authorisation window, the ‘ReCreate Template Teams’ button will be visible.

e

Re-Create Template Teams,

Exiating Templates will be replaced with aystem defanltas.

A'window will be opened with Templates that have been changed.
9 Thia information will only be provided once.

De wou want to continue?

[ ok | cancel |

If you have changed 1 or more Template Teams the message above will be shown and when you
push ‘OK’ the window below will be shown.

€} Template Teams Updated since last (Re-)Create - o X

Taipioe Teani] o |
| Action | TeamName Menu Enabled | Envionment | Request | Approve | AutoApprol

» [EEEEE orgenisaion-Admin Appicaton>Organisaton UnitApplication ¥ NA f |

__[Undsied |OrgarisaionAdmin Jobs>Qusues T NA | |
|Updated | Organisation-Admin | Jobs->Restore, Jobs->Clane o NA AlEnv  "AllEnv <=Dev

< | >

This information will only be available once! Be sure to process all changes before closing the
window. Alternative is copy and save the data separately.

8 Panic—No QGrip-Admin

If, for some reason, there is no QGrip-User that is member of the QGrip-Admin team any more, here
is what you should do.

Doc-Tab Title Section

Install Install QGrip — Setup Setup: QGrip-Admin
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