oG~

Encryption
Symmetric Keys, Certificates & TDE

GrI”P ON SOL

2025-01-12

1



Contents

1
2
3

4
5

TaidgeTe [¥To1 4 Te] o NPT URTTUPPRRTOUPRPT 4

Why member Administrators roUP? ... ittt see e s sbae e e s ee e e snnnnes 5

Enable Symmetric Keys, Certificates and TDE........ccccccuieiiierciesiieesieeecee e seeeestee e seeeeseee e sereesnneeens 7
3.1 Yol Y] o1 d o] o T @] o1 TSP URPRRN 7
3.2 Add QGrip System Account as member Administrator Groups ........ccceeevveeeeecieeeecsieee e, 7

[ 0ol V7o) 4 (o] o PP PP PP PP U PPT O PPTPPPPPON 8

SYMIMETIIC KBYS c.eiiiiiiiiittee ettt ettt ettt et e e s e ettt e e e e e e sttt eee e e e sannnreeeeeeesesannneeee 9
5.1 SYMMELFIC KeY: REFIESN....uiiiieiee e etree e e rtr e e e e bae e e e erees 10
5.2 SYMMELFIC KEY: DELAIIS ....uviiei ettt e e e et te e e e sat e e e s aneeeeanees 10
53 SYMMETEIC KEY: Crate oo es e s e s e e s e e s e s e e e s e e e e eeaes 11
54 SYMMETIIC KEY: COPYTO ittt e ettt ettt e e e e e ettt e e e e es s s berreeeeeesssaaneeneeaeeans 12
5.5 SYMMETIIC KEY: DIOP cuteteiiiiiiiiittee ettt ettt e e e e e sttt e e e e aessasbbreeeeeesasssnneaeaaaenss 12
5.6 Symmetric Key: EXPBACKUD ....vvviiiiieec ettt et e e e e vae e e e e 13
5.7 SYMMELFIC KEY: EXP2FIlE..ueiiiiieieeee e e et e e e ara e e 14
5.8 SYMMELFIC KEY: DEIBLE ...t erte e e s ebr e e e et ae e e s aeeeesnees 15

(00T | {Tor | =TSPTSRO 15
6.1 Certificate: REFIESN ..o i 16
6.2 Certificate: DETAIlS ....coveeiierieeee e e 17
6.3 CertifiCate: CrEATE. ottt 17
6.4 (0= o a3 Tor= Y L 0o o1V o J S 18
6.5 (0T ) Tor= L o o TSRS 18
6.6 (O o a1 ot L o o1 7= T (U J 19
6.7 Certificate: DEIBTE. ... ei et 20

TDE-ENCIYPLION iN QUGIiP cevvueetuiietiiiiiiiieitetttteertereeeeeeeeereeeeereeereee——— ... 21
7.1 ENADIE TDE ... ittt ettt sa e s abe e s abe e sbe e e s ee e s re e e sreeesnreeesreeenane 21
7.2 DR o] [ I L USSP 22
7.3 TDE and AIWays 0N CIUSTEIS ......uviiiiiiiiiee ettt et e e etree e e eta e e e s baae s s etaeeesnnraeaaens 23
7.4 Strategy before Implementing TDE ........cuvviiiiiie et e e 23
7.5 Restore + Clone TDE-Databases ......ccceereereerieiiinieeiee et s 24

IID] = o Tol 4V o1 4 o] o HN RN TP PP PPPUR PP 25
8.1 TDE-Certificate: REFrEsh ..c..oo ittt e 26
8.2 TDE-Certificate: DELailS....cceeiieiiieieeieeree e s 26
8.3 TDE-Certificate: CrEate . ..ottt st e e 27
8.4 TDE-CertifiCate: COPY TO. uiiiiieiieeiieieiieestieesteesee e seeesteeesteeessaeessteeessseseseeeseeesnseessnsensnns 27



8.5 QLTS 0T o 41 Tor= Y o H B o o J PR 28

8.6 TDE-Certificate: EXPBACKUD ..eeeicuiiieeeciiiee ettt ettt e et e e et e e e e rta e e s e e e e enraaeeeans 28
8.7 TDE-Certificate: DEIETE ....ccueiieieieeeeee e e 30
8.8 TDE-Certificate: Add/DEl DB....cueveeiieeeeieeeeeieee et ee ettt e eeaeee s e e st teessaaeesssssesesssseeessssseeseas 30
8.9 TDE-Database: Details (ENCrypt + DECIYPL) .ocecureeiiieeeieeciieeeie e e eree e ee e et e e seee e sereeenee e 34
9  Always On: Symmetric Keys & CertifiCates.......cuiuiiiiiieriiiiiieree e sriseeeessee e e sveeesnnee e 36
10 Yo7 o T=T o Lo [ RSP 37
10.1  Add member: Local Administrator GrOUP ........eeeeecieeeiiiiieeccciieee e e evtee e ecie e e e evra e e e e 37



1 Introduction

QGrip can be used to manage encryption objects like symmetric keys and certificates. QGrip also
makes it really easy to administer databases protected by TDE (Transparent Data Encryption).

Symmetric Keys of type MASTER KEY and certificates ‘encrypted by master key’ can easily be
created, copied and dropped using the QGrip-Ul.

QGrip Backup Encryption

When ‘Symmetric Keys and Certificates’ has been enabled and configured, you can enable QGrip
Backup Encryption which makes it really easy to encrypt your backup files. QGrip will administer the
MASTER KEYs and used Certificates and make sure they are created whenever needed for a restore
or clone.

TDE Databases

When ‘Symmetric Keys and Certificates’ has been enabled and configured, QGrip will make it easier
to administer TDE protected databases. QGrip will administer the MASTER KEYs and used TDE-
Certificates and will tell the user which TDE-Certificate(s) need to be copied prior to a restore or
clone. The missing TDE-Certificates will not automatically be created/copied by QGrip but an error
message will be shown instead.

TDE-Certificate(s) Missing

Copy Certificate [TDE-Test-Number4])

From : ADEVSQL22\TST (GOS-A, Test)
0 To : ADEVSQLZ22\ACC (GOS-A, Acceptance)

Menu: Admin->Infra->Encryption->TDE-Encryption
Needed QGrip role: QGrip-Admin

OK

The missing TDE-Certificates can easily be Copied to the destination Instances using the QGrip-UL.

But there is a price to pay: the QGrip System Account must be added to the local Administrators
group on all Backup Share servers as explained in the next section.



2 Why member Administrators group?

The process when Symmetric Keys and Certificates are created is as follows:

1.

2.
3.
4

Create the objects on the Instance.

Backup the object to a file on the backup share.
Import the object file into the QGrip database.
Delete the file from the backup share.

The problem is that when SQL Server creates the backup file (2.), only the current DB Engine account
and the (local) Administrators group are given permissions on the file. When QGrip tries to Import
and/or Delete the file, the action will fail.



To automatically let QGrip import and delete these files from the backup share, the QGrip System
Account must be added to the (local) Administrators group on all Backup Share servers.

If the Backup Share is on a failover cluster, the QGrip System Account must be added as a member
on all nodes in the cluster to prevent issues in case of a failover.



3 Enable Symmetric Keys, Certificates and TDE

Admin | Application Jobs Trace Reports Window

%% Config » AD-Domains

€3 Access to QGrip » | Environments

(B Infra » | ¢ Clean-up Definitions

¥ Jobs » |{D ChangelD Mandatory
19 ©por » By Parameters »
¢ Import » Encryption Config

QGrip will not only look at Symmetric Keys and Certificates created via QGrip, already existing
objects will be collected during the Discover process. To enable and configure, follow the steps in
this section.

3.1 Encryption Config

‘l [V Enable Symmetric Keys and Certificates

Open the Encryption Config in QGrip (Admin->Config->Encryption Config) and check the ‘Enable
Symmetric Keys and Certificates’ checkbox.

Imp Info: Di Sy ic Keys and Certificates

mms-nmum|

Isportant info wvhen "Symmetric Keys and Certificates™ is enabled.

>

Copy |

Seve ls I
QGrip will Backup Symmetric Xeys and Certificates and Import them in the QGrip database.
This will make them available for creation on any SQL Server Instance and a backup of Close I
the object will be safely stored in the QGrip Database and the passvords managed.
The Backup will be made to & file on & Backup Share.
The Backup file will only be accessible to the DB engine account that performed
the backup and the (Local) Administrators Croup on the Backup Share Serxver.

In order for QCrip to import the files, the QCrip system account must be
menber of the Administrator group on the Backup Share Server.

If these requirements are not met, the import with fail with error messages.
QCzip cannot check these settings in advance.

Domain: COS-A
Add [COS-A\DEV_gMSA QCrips] as member of Administrators group on:
Backup Share Server: [ASHAREOL)

Domain: GOS-B
Add (COS-B\DEV_gMSA QCrips] as member of Administrators group onm:

v

A popup with instructions will appear. Read it carefully. The instructions are the same as in this
section but the names of all backup share servers are also listed.

[V Enable Symmetric Keys and Certificates

Check every | 1:::| |om ;l That QGrip System Accounts are Local Administrators on the Backup Share Servers.
(Admin->Infra->Accessibility: QGripAccount-IsLocalAdmin)

Schedule the frequency of the Accessibility job that will run to check that the ‘QGrip System
Accounts’ are Local Administrators on the Backup Share Servers.

3.2 Add QGrip System Account as member Administrator Groups



For each Backup Share Server listed in the popup in the last section, add the QGrip System Account
to the local Administrators group on the server.

A detailed description of how you manually can add a member to the local Administrators group can
be found in the Appendix:
e Add member: Local Administrator Group

Group Policies

If your organisation is using policies for the (Local) Administrators Groups, make sure that the QGrip
System Account is added to the group Policy. Remember that the QGrip System Account is gMSA
(Group Managed Service Account) and some Active Directory features do not apply to gMSA
accounts.

4 Encryption

%% Config »
€31 Access to QGrip » e
Infra > € Help Prepare Infra »
M Jobs » | % Disaster Scripts |
I» Bport » |EF Instance-Server-Cluster DsplayName |
I¢ import » |[0 Backup Shares » Gip on
W Template » |E QGripServers
Monit
Q@ Periodic ) R 3 3] or Hosts
FileTi
L = #*  FileTransfer-Method
&L Encryption » | #  Symmetric Keys
T Accessibility A Cettificates
[ L TDE-Encryption
n
Not Available
This information is not yet available.
You will need to
o ‘Enable SymmetricKeys and Certificates’
firsc.
Menu: Admin -> Config -> Encryption Config

The Symmetric Keys, Certificate and TDE-Encryption module will not be available as long as it has not
yet been enabled.



Temporary Status:
Queued For CopyTo

Queued For Create

Queued For Drop

Queued For Backup

Queued For Verify-Password

All actions done on Symmetric Keys, Certificates, TDE-Certificates and TDE-Databases are done via
the Remotelob Queue with as Job Type ‘SymmetricKey’, ‘Certificate’ and ‘TDEDatabase’. When a
request has been placed on the Queue to be executed, the object will get a Temporary Status. As
long as it has that status, the object cannot be changed in the QGrip-Ul. When your request, let say
Create Symmetric Key has been processed, you will receive a personal message.

Config error

No BackupShare with QGripSystemAccount member of Administrators group.
Check the Encryption documentation and configure the BackupShares/Servers.

If you try to start an action and there is no Backup Share available for Backup/Import, you will
receive the error message above.

5 Symmetric Keys

€) Symmetric Keys — a X
Filter 1 [~ Export Parameters - 1 T, I
I~ Domain IGOS-A vI M Key Type |MASTERKEY vI Delimiter Im El Details I
[~ Environment IT“‘ 'I [T Key Level ||NSTANCE vI Text Qualifier |" ~| I
™ Cluster | -| [ Status IOK .|

To...
™ Instance I -I I~ Show OK-Dropped Symmetric Keys Sw
Drop I
KeyType ] Domain Environment ] Keylevel | Instance | Database Name Exp2File I
> GOS-A Test |DATABASE  ADEVSQLI2\TST MSY_T_Core  ##MS_DatabaseMasterKey##
MASTER KEY |GOS-A Test DATABASE  ADEVSQLI2\TST MSY_T_Staging ' #£MS_DatabaseMasterKeysH —j
VIMSTER KEY |GOS-A Test DATABASE  ADEVSQLIG\TST TE_T_Main ”MS_DWM&M Close I
MASTER KEY |GOS-A Test INSTANCE  ADEVSQLI\TST master #8MS_Database MasterKeyas
MASTER KEY |GOS-A Test INSTANCE | ADEVSQLIG\TST master ##MS_DatabaseMasterKey##
MARTER KEY |anc.a Tae [INGTANCE | 2DEVRAIIATET  |mectar HHMG Dot b seaMactarion
< 12 rows

The Symmetric Keys main window is compact with a lot of different buttons that will be explained
here below.



The status of a Symmetric Key depends on the availability of information and if QGrip is able to

backup and import the Key to QGrip.

Status Remark

Password Missing

As long as the password is missing, QGrip will not be able to
backup and import the Symmetric Key (file) to QGrip.

Import Missing

Password is available but Backup/Import fails because of missing
Authorisation on the Backup Share server (QGrip System Account
member of Administrators group)

OK

Password is available and import to QGrip completed.

OK-Dropped

Password is available and import to QGrip completed but the
Symmetric Key has been dropped on the Instance.

5.1 Symmetric Key: Refresh

_
_ Crewe._ |
_ 0w |
_ Exgbacku |
__ i |
_ Deee |
_ Cose |

x| P KeyType |MASTER KEY

| [ KeylLevel |[INSTANCE

~| T Satus Jok
;l I~ Show OK-Dropped Symmetric Keys

When the Refresh button is pushed, the data in the tab page will be refreshed according to the
setting in the Filter. There is no automatic refresh when the filter is changed.

5.2 Symmetric Key: Details

10




Sy Keys : #4MS_D.

E

Ll Nome  [REMS Dutabaseasterker s Domsin  [GOSA Crested [20210528 091113 ome_|
KeyType  [MASTERKEY Environment [Test Moded [2021052803.1113
B e e —
CopyTo... | Crestedty [aGo Dusbase  [iSV TG rvoed ERBBBTIE
| J— S
LI ~Detais
e
_' KeylD [lor  ThombPriet |
Exp2File I Keylegth [  ProviderType |
Mgorithn  [AES 256 ProviderGuid [
_ Deee |||, e ares
_ Close | p—
 Password
i _ Updte Paswwrd_ |

AddedBy [Dsnidmn A [maosmosnior
ModedBy \DEV_gMSA_QGrp$ A [20210528 180226

When the Details button is pushed, the details of the current row in the tab page will be shown.

Update-Password

e D
Password

!>Paaword| Update-Password |

If the status of the Symmetric Key is ‘Password Missing’ you can add the password if you have it and
hit the ‘Update-Password’ button. QGrip will save the password its database and push a ‘Verify-
Password’ job on the Queue. If the password you entered is incorrect, the status will go back to
‘Password Missing’. If it is correct, a backup and import of the Symmetric Key will be done and the
status changed to ‘OK’.

Verify-Password

= I

=

Password |38ACD6FBnESE2N43437nAwASANOB77E0345DBED6330823F IvAF87AVAE3VBC22 Verify-Password |

If the status of the Symmetric Key is ‘OK’ you can hit the ‘Verify-Password’ button to check that the
password is still correct. If the password is incorrect, the Symmetric Key will get the status ‘Password
Missing’. The backup/import of the key have now also been removed as they are no longer valid and
the backup/import useless.

5.3 Symmetric Key: Create

11



| Test
|ADEVSQUIZTST

|master

With the Create button, you can create a new Symmetric Key (of type MASTER KEY). Depending on
the Key Level (INSTANCE/DATABASE) it can be created on a user database or in the master. A
password of length 64 will be generated for the key and saved in the QGrip database.

5.4 Symmetric Key: CopyTo

With the CopyTo button, you can copy an existing Symmetric Key to another database. You will only
be able to copy Key Level to the same Key Level (master -> master or user database -> user
database). You have the option to choose Decryption by Existing or New Password. If New Password
is chosen, a password of length 64 will be generated.

5.5 Symmetric Key: Drop

The difference between Drop and Delete is that Drop will drop the Symmetric Key on the Instance.
The Symmetric Key info, including Backup/Import will still remain in the QGrip database.

12



Confirm Drop

Drop
SymmetricKey : MASTER KEY (#$#MS_DatabaseMasterKeyss)
Level : DATABASE

On
Domain : GOS-A

Environment : Test
Instance : ADEVSQL12\TST
Database : MSY_T_Staging

SymmetricKey - Drop-Output ~ (EmoriMessage | Detais |
Exception calling "ExecuteNonQuery" with "0" argument(s):
"Cannot drop master key because certificate ''Test-Cert'' is encrypted by it."™

Drop the Symmetric Key related to the current row in the tab-page on the remote Instance. The
information in QGrip will remain but the Symmetric Key will get the status: OK-Dropped

It is possible that the drop fails if the Symmetric Key has been used for encryption of other objects.
In that case, the status will not change and no alterations will be made to the Symmetric Key.

5.6 Symmetric Key: ExpBackup

To export Backups Imported to QGrip, select the Symmetric Keys in the tab-page and hit the
ExpBackup button. The status of the Symmetric Keys must be ‘OK’ or OK-Dropped’. You will be asked
to select to save a file. We advise you to create a new directory because as all the files will be saved
there.

13



> SymmKeys v O Search

Name

| 20211016-1240.(1).[ADEVSQL16$TST).[TE_T_Main|.[##MS_DatabaseMasterKey##).(OK)
| 20211016-1240.{2).[ADEVSQL1 2$TST].[MSY_T_Staging].[##MS_DatabaseMasterKey##].[OK]
| 20211016-1240.[3).[ADEVSQL12$TST).[MSY_T_Core].[## MS_DatabaseMasterKey##].[OK]

Restore Script : SymmetricKeys

Restore SymmeticKeys Scrpt |

7 .

* Script to Restore SymmetricKeys

¢ Generated by : GOS-A\dan_admin

* Generated date : 20211016-1240

* Path needs to be accessible to SQL Sexver Instance.

* Adjust path in script if files are moved.
‘..‘0.0.000.000‘..‘O.......00..000000‘..0...00.‘./

RESTORE MASTER KEY

FROM FILE = 'C:\Users\dan_admin\Documents\Sy=mKeys\20211016-1240. (1) . (ADEVSQL16$TST].
(TE_T_Main]. ($$MS_DatabaseMasterKey#s). (OK] "'

DECRYPTION BY PASSWORD = "33C6F9D8t2>8552t4622tA462Ter1l I FE384F43DCED7IESBTLEACTEL49432A032"
ENCRYPTION BY PASSWORD = '60222CF32h8SEShH4SUE43N92ELIhEAFABIBIDBAGE4FI8DA2K7BA0K47FEKEIESE"
Go

The files to (re-)create the Symmetric Keys have been placed in the directory. A popup with a script
to create the objects will be shown. This popup will contain passwords and you should pay attention
to where you save it.

Mark as Exported

o Mark Symmetric Keys as Exported?

e ] % |

You will receive a question if you want to mark the Symmetric Keys as exported or not. This is
important for the Delete that will be explained in one of the following sections. Only records with
status ‘OK-Dropped’ and ‘Marked as Exported’ can be deleted from the QGrip administration.

5.7 Symmetric Key: Exp2File

The difference between ‘ExpBackup’ and ‘Exp2File’ is that ‘Exp2File’ saves the selected rows in the
tab-page to a csv-file, including the Symmetric Key passwords. The ‘Export Parameters’ will be used

14



to configure the file. The file will contain passwords and you should pay attention to where you save
it.

5.8 Symmetric Key: Delete

The difference between Delete and Drop is that Delete will delete the Symmetric Key from the QGrip
administration. Delete is only possible if the Symmetric Key has status ‘OK-Dropped’ and has been
marked as ‘Exported’.

Confirm Delete

O Delete selected 1 Symmetric Keys from the QGrip Administration?

[ ok | conce |

Select the Symmetric Keys you want to delete from the QGrip administration and hit Delete. QGrip
will check that the records have the right status and that they have been marked as ‘Exported’.

6 Certificates

€) Certificates - ] X
[~ Filter Refresh |
I” Domain |Gos-A | EncryptionType [ENCRYPTED_BY_MASTER_KEY | Details...
I™ Environment [Test -] ™ Certlevel [INSTANCE = : I
I Cluster | | ™ status Jok |
CopyTo...
I™ Instance | ;l ™ Show OK-Dropped Certificates
oo |
Instance Database Name TDE | #TDE-DBs 2 Delete I
ADEVSQL2ZATST | master QGrip-Backup-ADEVSQL228TST-20240407-111910 | 0
ADEVSQLZATST | master TDE-Test-Numberl [ 1 _ Close |
ADEVSQL2ATST | master TDE-Test-Number2 2 1
ADEVSQL2ATST | master TDE-Test-Numberd 2 1|~
4 2 16 rows

The Certificates main window is compact with a lot of different buttons that will be explained here
below.

15



Cert Status: Cert Level:
Impor!::{lissing INSTANCE (master database)

oK DATABASE (user database)

~ .
OK-Dropped Encryption Type:
ENCRYPTED _BY_MASTER_KEY
(other Certificates are not (yet) supported)
The status of a Certificate depends on the availability of information and if QGrip is able to backup
and import the Certificate to QGrip. QGrip will only allow ‘Actions’ on Certificates that have
encryption type ‘ENCRYPTED_BY_MASTER_KEY’. If another Encryption type is selected in the filter,
the action buttons will be disabled.

Status Remark

Import Missing Certificate is available but Backup/Import fails because of missing
Authorisation on the Backup Share server (QGrip System Account
member of Administrators group). If the Cert Level is DATABASE
and the Password of the Symmetric Key (MASTER KEY) is not in
QGrip, the status will also be Import Missing.

OK Password is available and import to QGrip completed.
OK-Dropped Import to QGrip completed but the Certificate has been dropped
on the Instance.

Symmetric Key Automatically created
Whenever needed, if a certificate is created or copied to a new Instance/Database, QGrip will
automatically create the needed Symmetric Key (MASTER KEY) to complete the request.

TDE Certificates
‘ CopyTo... TDE-Certificate
TDE | #TDE-DBs
r 0 DI’OD TDE-Cextificates can only be
N Copied To in the TDE-Encryption window
:: ' L ExpBackup
: [ ox ]
Vo 1 Delete

The column TDE indicates if a Certificate is (a potential) TDE Certificate. The TDE certificates are
show in the Certificate window above but should only be edited in TDE-Encryption window
described in the next section.

6.1 Certificate: Refresh



—Filter

I” Domain  [GOSA | EncryptionType [ENCRYPTED_BY_MASTER KEY ~|
¥ Environment  |Acceptance | I CertLevel [INSTANCE

I™ Cluster [ | ™ Status Jok =l

 Instance  [ADEVSQL12ACC "~] T Show OK-Dropped Certficates

When the Refresh button is pushed, the data in the tab page will be refreshed according to the
setting in the Filter. There is no automatic refresh when the filter is changed.

6.2 Certificate: Details

~Certficate Ciose |
Neme XS

Certlevel [DATABASE  Domain  [GOSA LastBackupUTC [20210928 154024

StartDate  [20210928 110134 Environment [Teat BackupCet [~

ExpiryDate 110134 Iestace  [ADEVSQUIZTST  Dropped | —

CreatedBy [ Dawbase [MSY_T_Coe Imported 0928 174024

sas ok Exported |

~Details

PrincipallD [T EncryptionType [ENCRYPTED_BY_MASTER_KEY
CetiD  [255  ThumbPrint  [0c72658780C91698385A4FABES17D5261E2AD7427A
Keylengh [~ SerialNumber [Geae 878 06 3 57 90 43 53 e 81 4ab7 8 07
Subject  [TestCen

Name [TestCon
AttestedBy |

AddedBy  [GOSA\DEV_gMSA_QGoS A [20210528 173644
ModifiedBy [GOSADEV_oMSA OGos At [20210928 174024

When the Details button is pushed, the details of the current row in the tab page will be shown.

6.3 Certificate: Create

17



Name  |MyNewCet
Subject My New Cent
Contlove TSR |
SwrDate  [202110151832  v]
ExpinyDate 202210161832 v

~Create On
Domsin  |GOSA =
Environment [Test ~|
Instance  [ADEVSQLIZ\TST |
Datsbase  [master =~

With the Create button, you can create a new Certificate.
(INSTANCE/DATABASE) it can be created on a user database or in the master. You will need to enter
a name and subject. The Start Date is automatically set to yesterday. This is to prevent warnings as

certificates are using UTC time.
TDE-Certificates MUST be created in the TDE-Encryption window and not in the Certificates window!

6.4 Certificate: CopyTo

Depending on the Key Level

Copy Certificate
r Certificate
Name |Test Cot
Subject  [TestCot
Certlevel [DATABASE <

StartDate (20210528 1101 v

ExpiryDate Immzanon vI

rCopy From

Domsin  [GOSA

lstance  [ADEVSQLIZ\TST

Datsbase  [MSY_T_Stagng

r~Create On

Domain

Environment [Teat

Instance | ADEVSQLIZATST

Dabase  [0Grp_20210626

6.5 Certificate: Drop

18

With the CopyTo button, you can copy an existing Certificate to another database. You will only be
able to copy Cert Level to the same Cert Level (master -> master or user database -> user database).




The difference between Drop and Delete is that Drop will drop the Certificate on the remote
Instance. The Certificate info, including Backup/Import will still remain in the QGrip database.

Confirm Drop

Drop
Certificate : Test-Cert
Level : DATABASE

On
Domain : GOS-A

Environment : Test
Instance : ADEVSQL12\TST
Database : MSY_T_Staging

o |

Cancel |

Drop the Certificate related to the current row in the tab-page on the remote Instance. The
information in QGrip will remain but the Certificate will get the status: OK-Dropped

It is possible that the drop fails if the Certificate has been used for encryption of other objects. In
that case, the status will not change and no alterations will be made to the Certificate.

6.6 Certificate: ExpBackup

To export Backups Imported to QGrip, select the Certificates in the tab-page and hit the ExpBackup
button. The status of the Certificates must be ‘OK’ or OK-Dropped’. You will be asked to select to
save a file. We advise you to create a new directory because as all the files will be saved there.

19



Create Script : Certificates

Create Cotficates Scrt |

> Certs
Name B
| 20211016-1838.(1).[ADEVSQL16$TST.[TE_T_Main].[Test-Cert].[OK].cert
| 20211016-1838[1).[ADEVSQL16$TST].[TE_T_Main].[Test-Cert).[OK].key

| 20211016-18382)[ADEVSQLI2STST].[MSY T _Staging].[Test-Cert).[OK].cert
| 20211016-1838.2).[ADEVSQL12STST].[MSY_T_Staging].[Test-Cert].[OK].key
| 20211016-1838.[3].[ADEVSQL12$TST].[MSY_T_Core].Test-Cert].[OK].cert

| 20211016-1838.3)JADEVSQL12$TST].[MSY_T_Core].Test-Cert].[OK].key

/

* Path needs to be

¢ Script to create Certificates
* Generated by : GOS-A\dan_admin
* Generated date : 20211016-1838

* Adjust path in script if files are moved.

ble to SQL S e

[

(WITH PRIVATE KEY(

CREATE CERTIFICATE (Test-Cert)
FROM FILE = 'C:\Users\dan_admin\Documents\Certs\20211016-1838.(1).(ADEVSQLIESTST]. (TE T Main].[Test-Cext).(OK].cext"

FILE = *'C:\Users\dan_admin\Documents\Certs\20211016-1838. (1]). (ADEVSQL16S$TST]. (TE_T_Main).(Test-Cert). [OK].key',

/

DECRYPTION BY PA
GO

= *71121y0F €9992ENECSTEG2547g46ETgAABA ")
v

The files to (re-)create the Certificates have been placed in the directory. A popup with a script to
create the objects will be shown. This popup will contain passwords and you should pay attention to

where you save it.

Mark as Exported

o Mark Certificates as Exported?

Yes No |

You will receive a question if you want to mark the Certificates as exported or not. This is important
for the delete that will be explained in the following sections. Only records with status ‘OK-Dropped’
and ‘Marked as Exported’ can be deleted from the QGrip administration.

6.7 Certificate: Delete

The difference between Delete and Drop is that Delete will delete the Certificate from the QGrip
administration. Delete is only possible if the Certificate has status ‘OK-Dropped’ and has been
marked as ‘Exported’.

20



o Delete selected 1 Certificates from the QGrip Administration?

[ox ] comce |

M

Select the Certificates you want to delete from the QGrip administration and hit Delete. QGrip will
check that the records have the right status and that they have been marked as ‘Exported’.

7 TDE-Encryption in QGrip

QGrip makes it easy to implement TDE (Transparent Data Encryption) to protect the databases and
will make sure that the TDE-Certificates are saved in the QGrip database. Use QGrip to Copy an
existing TDE-Certificate to other Instance(s) whenever needed.

QGrip will also keep track of backup files that have been encrypted by a TDE-Certificate and will
prevent that the TDE-Certificate is dropped (using QGrip) as long as It might be needed.

It is not possible to Delete a TDE-Certificate from the QGrip administration as long as it has not yet
been Exported to a file that can be used to recreate it.

The terminology used in QGrip is somewhat different compared to the one used in the SQL Server
documentation. This will be explained in this section.

7.1 Enable TDE

21



Implementing TDE protected Databases using QGrip.

1. Create TDE Certificate

When a TDE Certificate is created using QGrip, the Master Key on the Instance is automatically
created if it is not yet present. The password is generated and saved in the QGrip database together
with the create statement assuring that the Master key can be recreated whenever needed.

If the instance where the TDE-Certificate is created is part of an Always On cluster, QGrip will create
the Certificate on the selected Instance and then copy the Certificate to all other nodes in the
Cluster.

2. Add Database(s) to TDE Certificate [Enable]

The Database Encryption key is created using the TDE-Certificate. The Encryption Algorithm needs to
be selected in the step. QGrip supports AES_128, AES_192 and AES_256.

TDE will be Enabled for the Database but the database is not yet Encrypted.

3. Encrypt Database(s) [Encrypt]

Databases can be Encrypted using QGrip, but handle with care. If the database is large, it might take
some time. If the encryption process needs to be paused, you will need to do it with a SQL
Statement on the Instance, QGrip does not support it.

Step 2 and Step 3 can be combined as one action in QGrip; [Enable+Encrypt]

7.2 Disable TDE

Removing TDE protection on Databases using QGrip.

1. Decrypt Database(s) [Decrypt]

Databases can be Decrypted using QGrip, but handle with care. If the database is large, it might take
some time. If the decryption process needs to be paused, you will need to do it with a SQL
Statement on the Instance, QGrip does not support it.
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2. Del Database(s) from TDE Certificate [Disable]
The Database Encryption key using the TDE Certificate is dropped.

3. Drop TDE Certificate

When a TDE Certificate is no longer used, it can be dropped. This should be done using QGrip
because extra checks will be performed to make sure the Certificate does not protect backup files
and might be needed for database restores/clones.

Step 1 and Step 2 can be combined as one action in QGrip; [Decrypt+Disable]

7.3 TDE and Always on Clusters

Create TDE Certificate
If a TDE Certificate is Created on an Instance using QGrip, QGrip will check if the Instance is part of
an Always on Cluster, and automatically copy the TDE Certificate to all other nodes in the Cluster.

Copy TDE Certificate
If a TDE Certificate is Copied To an Instance using QGrip, QGrip will check if the Instance is part of an
Always on Cluster, and automatically copy the TDE Certificate to all nodes in the Cluster.

Add Database(s) to TDE Certificate [Enable]

When you add a database running in an Always on cluster to a TDE Certificate [Enable], the database
does not need to be Primary on the selected Instance. QGrip will determine where the Primary is
running and perform the actions on that Instance/Database.

Del Database(s) from TDE Certificate [Disable]

When you delete a database running in an Always on cluster to from a TDE Certificate [Disable], the
database does not need to be Primary on the selected Instance. QGrip will determine where the
Primary is running and perform the actions on that Instance/Database.

[Encrypt] + [Decrypt]

When you Encrypt or Decrypt a database running in an Always on cluster, the database does not
need to be Primary on the selected Instance. QGrip will determine where the Primary is running and
perform the actions on that Instance/Database.

Export/Drop/Delete TDE Certificates

If you need to Export, Drop the Certificate on an Instance or Delete it from the QGrip Administration,
the actions will NOT automatically be performed on all Instances in an Always On Cluster. These
actions need to be done by selecting the TDE Certificates on ALL instances in the Always On Cluster.

7.4 Strategy before Implementing TDE

Before you start using TDE, you should decide on a strategy and decide for a naming convention for
the TDE-Certificates. Not only based on the current situation but considering what the situation will
look like in a few years. Keep in mind that if you clone TDE-Database(s), the TDE-Certificate from the
Source Instance/Cluster will be needed on the Destination Instance/Cluster.

TDE Certificate Certificate Name Pros Cons
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Per Organisation TDE-<OrgName> Very easy. Not very safe
Per Application TDE-<AppName> Easy & Safe 1 certificate per App
Per Application/Environment | TDE-<AppName><Env> Safe (*) Laborious
Per Instance and TDE-<InstanceName> Very Safe (*) Laborious
Per Always on Cluster TDE-<ClusterName>
Per DTAP Environment TDE-<Develop> 1 Cert per (*)Laborious
TDE-<Test> DTAP
TDE-<Acceptance> Environment
TDE-<Production>
Per Database TDE-<DatabaseName> Very Safe (*) Laborious

The table above contains some suggested strategies with pros and cons.

(*) Laborious

When a database is cloned to a Destination where the Source TDE-Certificate does not exist, these
extra actions will be needed for the clone to succeed and to the maintain the chosen Strategy and
keep your SQL Server environments consistent and clean. QGrip will NOT do this automatically but
the steps should be performed manually, using QGrip.
1. Copy Source TDE-Certificate to Destination (temporarily)
2. Clone the database to Destination
3. Decrypt + Disable Encryption on the cloned database on Destination (using Source TDE-
Certificate temporarily created)
4. Enable + Encrypt the cloned database on Destination (using Permanent Destination TDE-

Certificate)

5. Drop the temporarily created source TDE-Certificate on the Destination. This cannot be done
immediately as the TDE-Certificate has been used in the backup taken straight after the

Clone.

Advise

One TDE-Certificate per Application is straight forward, relatively safe and without extra manual
actions when databases are being moved around.

7.5 Restore + Clone TDE-Databases

TDE-Certificate(s) Missing

Copy Certificate [TDE-PSH-Pushy)
From : ADEVSQL22\TST (GOS-A, Test)
0 To : ADEVSQL22\ACC (GOS-A, Acceptance)

Menu: Admin->Infra->Encryption->IDE-Encryption

Needed QGrip role:

QGrip~Admin

If you try to Clone a TDE-database to an Instance or Always On Cluster, where the needed TDE-
Certificate is missing, you will receive an Error with instructions on what needs to be done.
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8 TDE-Encryption

e TDE-Encryption
~Filter

¥ Domain |Gos-8 _v| EncryptionType [ENCRYPTED_BY_MASTER KEY v|
I~ Environment |Test | [F Certlevel [INSTANCE =)

¥ Cluster |BDEVSQLISFC | ™ Satus [ox 3|

r v| I Show OK-Dropped Certificates

T =
v \4

TDE Certficates | TDE-Databases | ExpBackwp |
Doman | Envionment | Cedlevel | Instance Name TOE | #TOEDBs | Status Expoted | = v |
» Production INSTANCE | BDEVSQL1901\PRD1 | TDE-Test-Number10 | ¥ 0|OKDropped | W |«
GOS-B Production INSTANCE | BDEVSQL1901\PRD1 | TDE-Test-Number5 | [V 00K | piiatbi
GOS8 Production INSTANCE | BDEVSQL1901\PRD1 | TOE-Test-Number6 | ¥ 00K - Close |
GOS8 Production INSTANCE | BDEVSQL1901\PRD1 | TDE-Test-Number7 | ¥ 00K - |
GOS8 Production INSTANCE | BDEVSQL1901\PRD1 | TDE-Test-Number8 | [ 00K -
GOS8 Production INSTANCE | BDEVSQL1901\PRD1 | TDE-Test-Number3 | ¥ 00K r o«
E 2 14 rows

The TDE-Encryption main window is compact with a lot of different buttons that will be explained
here below. The window has 2 tab pages: TDE-Certificates and TDE-Databases.

backup and import the Certificate to QGrip.

Status Remark
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Import Missing

TDE-Certificate is available but Backup/Import fails because of
missing Authorisation on the Backup Share server (QGrip System
Account member of Administrators group).

OK

Import to QGrip completed.

OK-Dropped

Import to QGrip completed but the TDE-Certificate has been
dropped on the Instance.

Symmetric Key Automatically created

Whenever needed, if a TDE-Certificate is created or copied to a another Instance, QGrip will

automatically create the needed Symmetric Key (MASTER KEY) to complete the request.

8.1 TDE-Certificate: Refresh

—Filter

W Environment | Acceptance | I CertLevel |INSTANCE
I™ Cluster | | ™ Status Jok
[V Instance |ADEVSQL12\ACC |w] I Show OK-Dropped Certificates

I™ Domain |cos-A _~| EncryptionType |ENCRYPTED_BY_MASTER_KEY _~|

When the Refresh button is pushed, the data in both tab pages (TDE-Certificates and TDE-

Databases) will be refreshed according to the setting in the Filter. There is no automatic refresh

when the filter is changed.

8.2 TDE-Certificate: Details

TDE-Certificate : TOE-PSH-Pushy

- Certificate
Name  [TDEPSH-Pushy

Cetevel [INSTANCE  Domsin  [GOSA LastBockupUTC [2024-10-11 085245
SartDate  [20241010102205  Environment [Teat Imported [0z 05245
ExpiryDate [202810-11102205  Instance  [ADEVSQL22\iST  Dropped —
CreatedBy [OGe]  Database  [master Exported [
sews  fok

~Details

PrincipallD [T~ EncryptionType [ENCRYPTED_BY_MASTER_KEY
CelD [~ ThumbPrint  [0x076088B3CC443A1392492340C052FCI951FBEFFF

KeyLength [ﬁ SerialNumber  [1d 6c ¥f9f3ca 5 814e 11 & db 0613 ef 73

Subject  [TDEPSHPushy

IssuerName [TDEPSH-Pushy

AtestedBy |

AddedBy  [DanAdmn A 20247011 105241

ModifiedBy ES*‘DEV _gMSA_QGrp$ A 4-10-11 105245
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When the Details button is pushed, the details of the current row in the tab page TDE-Certificates
will be shown.

8.3 TDE-Certificate: Create

Name  [TDEPSH-Pushy
Subject  [TDEPSH-Pushy

Encryption IECRYPTED_BY_DMSTER_KEY Create

TDE-Certificate : TDE-PSH-Pushy
Certlevel [INSTANCE 2 Level : INSTANCE

SwrtDate  [202¢10101022 v on

Domain : GOS-A
ExpiryDate I2028-10~11 1022 'I Environment : Test

Instance : ADEVSQLZZ\TST
Create On Database : master

Domain  |GOS-A
Environment | Test

Confirm Create

oK Cancel |

Database Im

With the Create button, you can create a new Certificate. You will need to enter a name and
subject. The Start Date is automatically set to yesterday. This is to prevent warnings as certificates
are using UTC time.

If the instance where the TDE-Certificate is created, is part of an Always On cluster, QGrip will create
the TDE-Certificate on the selected Instance and then copy the TDE-Certificate to all other nodes in
the Cluster.

TDE-Certificates MUST be created in the TDE-Encryption window and not in the Certificates window!

8.4 TDE-Certificate: Copy To

Copy TDE-Certificate

Confirm Copy
~Cerh
Copy
Neme  [TOEPSHPushy TDE-Certificate : TDE-PSH-Pushy
Subgect IE?SHM Level : INSTANCE
To
Encrypbon [ENCRYPTED_BY_MASTER KEY 0 Domain : Gos-B
Cert Level Ius*mcz -' Environment : Production
Instance : BDEVSQL1S901\PRD1
StartDate Im‘-‘OIOIOD " Database : master
BxpinDate [202210111022 -]
o [Tok | conce |
Envircoment. [Tes Always On Cluster
Instance  [ADEVSQLZZ\TST
Database [roster Instance : BDEVSQL1S01\PRD1
is part of an Always On Cluster
r~Create On
QCGrip will Create/Copy the Certificate to
Domain l@s& all Instances in the Cluster
E |Producton
Instance  [BDEVSQLIS0T\PRD1
Datsbase [-g.v

Select the TDE-Certificate that you want to Copy To another Instance and press [CopyTo...].
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Select the Destination Instance and Press OK.
If the destination Instance is part of an Always On Cluster, QGrip will copy the TDE-Certificate to all
Instances in the Cluster.

8.5 TDE-Certificate: Drop

The difference between Drop and Delete is that Drop will drop the TDE-Certificate on the remote
Instance. The Certificate info, including Backup/Import will still remain in the QGrip database.

[0 cose Prod NSTANCE  BDEVSQLIS01\PRD1 TDE-Te o5

F - —
hmmﬂ_u

Confirm Drop Confirm Drop

Dzop Dzop
TDE-Certificate : TDE-Test-NumberS TDE-Certificate : TDE-Test-Numberé
Level : INSTANCE Level : INSTANCE

On On
Domain : GOS-B Domain : GOsS-B

Environment : Production Environment : Production
Instance : BDEVSQL1901\PRD1 Instance : BDEVSQL1901\PRD1
Database : master Database : master

[ ok ] conce | ok | Coe |

Select the rows with the TDE-Certificates you want to drop on the Instance(s) and press [Drop].
Drop the Certificate related to the current row in the tab-page on the remote Instance. The
information in QGrip will remain but the Certificate will get the status: OK-Dropped

TOE-Certificate TDE-Certificate

TDE-Certificate protects TDE-Certificate protects
18 BackupFile(s) 2 database(s)
and can not be dropped. and can not be dropped.

Level : INSTANCE Level : INSTANCE

0 TDE-Certificate : TDE-Test-Number2 o TDE-Cextificate : TDE-PSH-Pushy
On On

Domain : GOS-A Domain : GOS-A
Environment : Test Environment : Test

Instance : ADEVSQLZ2\TST Instance : ADEVSQL22\TST
Database : master Database : master

QGrip will check its own administration and show an Error if the TDE-Certificate cannot be dropped.

8.6 TDE-Certificate: ExpBackup
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To export Backups Imported to QGrip, select the TDE-Certificates in the tab-page and hit the
ExpBackup button. The status of the TDE-Certificates must be ‘OK’ or OK-Dropped’. You will be asked
to select to save a file. We advise you to create a new directory because as all the files (2 per TDE-

Certificate) will be saved there.

MyTDECerts

~

Name
ﬂ 20241012-0718.[1].[ADEVSQL22STST].[master).[TDE-Test-Number2].[OK].cert

20241012-0718.{1].[ADEVSQL22STST}.[master).[TDE- Test-Number2].{OK] key
(7 20241012-0718.(2).[ADEVSQL22STST).{[master]. TDE-Test-Number1).[OK].cert
20241012-0718.{2).[ADEVSQL22STST].[master).[ TDE- Test-Number1].{OK].key
() 20241012-0718.(3).[ADEVSQL22STST).[master).[TDE-PSH-Pushy].[OK].cert
20241012-0718{3).[ADEVSQL22STST].[master).[TDE-PSH-Pushy.[OK].key

Create Script : TOE-Certificates
Create TDE Conticates Scrvt |

7/
* Script to create TDE-Certificates

* Generated by : GOS-A\Dan_Admin

* Generated date : 20241012-0718

4 Path needs to be accessible to SQL Server Instance.
¢ Adjust path in script Aif files are moved.

/
CREATE CERTIFICATE (TDE-Test-Number2)
FROM FILE = "E:\Temp\MyTDEICerts\20241012-0718.(1]. [ADEVSQL224TST]. [master]. [TDE-Tesc-Numbexr2]. [OK].cext"
|WITH PRIVATE KEY(
FILE = 'E:\Temp\MyTDECerts\20241012-0718. [1]. (ADEVSQL22$TST). (mastex]. [TDE-Test-Number2]. [OK] .key",
DECRYPTION BY DASSWORD = ‘3>1C82BBBeSudBDEFudA21uBCESU3T73A01B51CEEFE4IATCESOFD!7343C325CE5")
Go

>

ddi

The files to (re-)create the TDE-Certificates have been placed in the directory. A popup with a script
to create the objects will be shown. This popup will contain passwords and you should pay attention

to where you save it.

Mark as Exported

o Mark TDE-Certificates as Exported?

[y ] % |
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You will receive a question if you want to mark the TDE-Certificates as exported or not. This is
important for the delete that will be explained in the following sections. Only records with status
‘OK-Dropped’ and ‘Marked as Exported’ can be deleted from the QGrip administration.

8.7 TDE-Certificate: Delete

The difference between Delete and Drop is that Delete will delete the TDE-Certificate from the
QGrip administration. Delete is only possible when the TDE-Certificate has status ‘OK-Dropped’ and
has been marked as ‘Exported’.

Delete from QCrip Administration? Delete from QGrip Administration?

TDE-Certificate : TDE-Test-Numberll TDE~Certificate : TDE-Test~-NumberlO
Level : INSTANCE Level : INSTANCE

On On

Domain : GOS-B Domain : GOS-B

Envi : ion Envi : ien
Instance : BOEVIQL1S0\PRDL Instance : BDEVSQL1902\PRD2

Database G A Database : master
Status : OK-Dropped Seutian : OK-Dropped

[Cox ] _omn | o ] omu |

Select the TDE-Certificates you want to delete from the QGrip administration and hit Delete. QGrip
will check that the records have the right status and that they have been marked as ‘Exported’.
You will need to confirm the Delete for each TDE-Certificate separately.

8.8 TDE-Certificate: Add/Del DB

To Edit (Add or Delete) Databases protected by a TDE-Certificate, select the TDE-Certificate and hit
the [Add/Del DB...] button.

Add: Create an Encryption Key on a Database using the TDE-Certificate; Enable TDE
Del:  Drop the Encryption Key on a TDE-Database protected by the TDE-Certificate; Disable TDE
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TDE-Databases for TDE-Certificate: TDE-PSH-Pushy

Centificate m—— l
Name |TDE-PSH-Pushy Domain  [GOSA I
ThumbPrint [(<07608883CC443A139249294DC052FCIS5 FBEFFF Environment [Test
Instance  [ADEVSQLZZ\TST
l)"""“l 1. ’ 3' 2.
[ TDE-Datab ~TDE-Candida
Certificate [TDE-PSH-Pushy [l’ Application | |
e | Aot St Encryption Algorithm 0 | Aopicat = |
» PSHPushy  |ENCRYPTED || || |AES-256 = PSH-Pushy
<«Enable<c | TOET | TOETestéop
e TDE_T_Main2 | TDE-TestApp
>>(Decrypt+)Disable>>
< | || < | »

In the ‘TDE-Databases for TDE-Certificate’ window, you can Add/Enable or Del/Disable TDE for
Databases using the TDE-Certificate for TDE protection.

1. Contains the TDE-Databases already protected by the TDE-Certificate.

2. Contains TDE-Candidates, Databases on the Instance that are not yet protected by a TDE-
Certificate. The list can be filtered by selecting a specific Application.

3. Dragthe splitter to change the size of the TDE-Databases panel

Encryption Algorithm
[AEs 2% =]
<<Enable<< |
<<Enable+Encrypt<< |
>>(Decrypt+)Disable>> |

Encryption Algorithm: Select the Encryption Algorithm that should be used when creating the
Database encryption key [Enable]; AES_256, AES_192 or AES_128

Enable: Create Database encryption key on selected database using the current TDE-
Certificate.

Enable+Encrypt: Create Database encryption key on selected database using the current TDE-
Certificate and Encrypt the Database immediately.

(Decrypt)+Disable: Drop Database encryption key on selected database protected by the
current TDE-Certificate. If the Database is Encrypted, it will be Decrypted
first.
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Dadnunl

~ TDE-Databases

Certificate [TDE-PSH-Pushy

Database | Application

» PSH_T_Staging | PSH-Pushy

ENCRYPTED | 2. [AES_256 =

TDE-Candidates
|Vl~7 Application  |PSH-Pushy ~|
| Database | Application | Listener | Data(MH

PSH_T_Core PSH-Pushy

< |

Enable:

1. Select the Rows with the databases in the TDE-Candidates Panel
2. Choose Encryption Algorithm
3. Hit the [Enable] button

Confirm Action

2

Enable TDE on
Database
Application :
Algorithm
Using

Certificate :

[ ox 1]

: PSH_T_Core

PSH-Pushy

: AES_256

TDE-PSH-Pushy

Cancel |

| Status

TDE-Databases

"Cuﬁﬁcm | TDE-PSH-Pushy
Database | Application

> PSH_T_Core | PSH-Pushy

p.:etndform

PSH_T_Staging | PSH-Pushy

e You will need to Confirm the Action for each database separately.
e The Database Row will be moved to the TDE-Databases Panel with Status ‘Queued for

Enable’.

e Push [Refresh] to update the view.

Dudmuul

TDE-Databases

Certificate [TDE-PSH-Pushy

Database

| Poplication

» | PSH_T_Stagng PSH-Pushy

ENCRYPTED

|ENCRYPTED

TDE-Candidates
(V Application [PSH-Pushy

PSH_T_Core

PSH-Pushy

Enable+Encrypt:

1. Select the Rows with the databases in the TDE-Candidates Panel

2. Choose Encrypti
3. Hit the [Enable+

on Algorithm
Encrypt] button
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Confirm Action

Enable TDE + E
nable ncrypt =
Database : PSH_T_Core "m lTDE-PSHM
Application : PSH-Pushy
0 Algozrithm :_ASS 256
|2-t Enczypt Time : 3 Seconds | Database w Status
Using
Certificate : TDE-PSH-Pushy » PSH_T_Core | PSH-Pushy for Enable+Encrypt
PSH_T_Staging | PSH-Pushy ENCRYPTED

[ok | conce |

e You will need to Confirm the Action for each database separately.
e QGrip will Calculate an ‘Estimated Encrypt Time’ based on the size of the database and
former Encrypt actions done using QGrip. If there is not enough history in QGrip, ‘No

estimate possible’ will be shown.

e The Database Row will be moved to the TDE-Databases Panel with Status ‘Queued for

Enable+Encrypt’.
e Push [Refresh] to update the view.

<<Enable+Encryptc< I
2_| >>(Decrypt+)Disable>> I «|

TDE-Candidates
’—l- Agplication | |
Oy oo Database | Applcation | Listener | Data(MB]
AES_256 |y |weT TDE TestApp
<<Enable<< TDE_T_Main2

Decrypt+)DisabIe:

1. Select the Rows with the TDE-databases in the TDE-Databases Panel

2. Hit the [(Decrypt+)Disable] button

Confirm Action

Disable TDE

Database : PSH_T_Core
o Application : PSH-Pushy

Used

Certificate : TDE-PSH-Pushy

[ ok | cocea |

Disable: TDE-Database Status: UNENCRYPTED

e You will need to Confirm the Action for each database separately.
e The status in the TDE-Databases Panel will be set to ‘Queued for Disable’.
e Push [Refresh] to update the view. When QGrip has finished with Disable, the database will

be moved to the TDE-Candidates Panel.
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Confirm Action

TDE-Databases
Decrypt + Disable TDE Certificate [TDE-PSH-Pushy
Database : PSH_T_Staging
o ation z ~Push
Est Decrypt Time : No estimate possible Database Application Status
Used
Certificate . TDE-PSH-Pushy 4 PSH-Pushy | UNENCRYPTED
PSH_T_Staging | PSH-Pushy Queued for Decrypt+Disable

[ok | concel |

Decrypt+Disable: TDE-Database Status: ENCRYPTED

e You will need to Confirm the Action for each database separately.

e QGrip will Calculate an ‘Estimated Decrypt Time’ based on the size of the database and
former Decrypt actions done using QGrip. If there is not enough history in QGrip, ‘No
estimate possible’ will be shown.

e The status in the TDE-Databases Panel will be set to ‘Queued for Decrypt+Disable.

e Push [Refresh] to update the view. When QGrip has finished with Decrypt and Disable, the
database will be moved to the TDE-Candidates Panel.

8.9 TDE-Database: Details (Encrypt + Decrypt)

In the TDE-Databases tab-page, select the Row with the TDE-Database and hit [Details].

34



TDE-Database : PSH_T_Core

~Database
Database  [PSH_T_Core Domain [Gosx
Application [PSH-Pushy Environment [Test
Data (M8) [10 Instance  [ADEVSQL2A\TST
Log(MB) 10 Listener |
~ Encryption
CetNeme  [TDE-PSH-Pushy ThumbPrint [0:07608BB3CC443A139249294DC052FCI951FBSFFF
Algorithm [AES_256
. [EncryptionState [UNENCRYPTED SetDate 10-13 100743
ScanSate  [COMPLETE  ScenDete  [202410-1310.1213
—QGrip Ackons
QGrip Status Last Encryption (using QGrip) ———| ["Last Decryption (using QGrip) —————————————
fl@e || Seus [Compeed 2. Sots [Completed 3,
Started [20241013120743 Minutes [0 || Sterted [202410-13121213 Minutes [0
Ended [20241013120745 Data(MB) [10 || Ended [20241013121215 Data(MB) [l0

JHHE

1. The buttons [Decrypt] and [Encrypt] will be Enabled/Disable depending on the ‘Encryption

State’ value:

UNENCRYPTED -> [Encrypt] is Enabled
ENCRYPTED -> [Decrypt] is Enabled

Any other value, both buttons will be Disabled.

2. Shows the details of the Last Encryption action of the TDE-Database using QGrip. If the
Status is ‘Interrupted’, QGrip could not finalise the Encryption. The Encryption process has

probably been Paused manually on the Instance.

3. Shows the details of the Last Decryption action of the TDE-Database using QGrip. If the
Status is ‘Interrupted’, QGrip could not finalise the Decryption. The Decryption process has

probably been Paused manually on the Instance.

Confirm Action

Enczypt
Database : PSH_T_Core

lication : PSH-Pushy
Est Encrypt Time : 3 Seconds
sing

Certificate : TDE-PSH-Pushy

[ ok | coxe |

Encrypt:

If the ‘Encryption State’ of the TDE-Database is UNENCRYPTED, hit [Encrypt] button, Confirm the

Encrypt action. The ‘Encryption State’ will be set to ‘Queued for Encrypt’. Hit [Refresh] button to see

when ‘Encryption State’ changes into ENCRYPTED.

Confirm Action
Deczypt
Database : PSH_T_Core
9 lication : PSH-Pushy
IE:: Decrypt Time : 2 Seconds
Using
Certificate : TDE-PSH-Pushy

| OK I Cancel
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Decrypt:

If the ‘Encryption State’ of the TDE-Database is ENCRYPTED, hit [Decrypt] button, Confirm the
Decrypt action. The ‘Encryption State’ will be set to ‘Queued for Decrypt’. Hit [Refresh] button to see
when ‘Encryption State’ changes into UNENCRYPTED.

9 Always On: Symmetric Keys & Certificates

You might have noticed that there is no distinction made with DB Host type Instance/Listener in the
Symmetric Keys and Certificates windows above and that is on purpose. Whenever you manipulate
(Create, CopyTo, Drop or Backup) a Symmetric Key or Certificate of a database being part of an
availability group on an Always On cluster, the action will automatically be performed for the
databases in all replicas.

Passwords used for Symmetric Keys as well as File Passwords and Import files will be identical.
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10 Appendix

10.1 Add member: Local Administrator Group

Required Authorisation
Local Administrator on the Machine

> ¥ Windows Server Backup

Locate the Administrators group and open the Properties.

Name Description
‘Acusscontrolmm- Members of this group can

i Backup Operators Add to Group..
& Certificate Service DCO-. All Tasks
& Cryptographic Operat.-
iDaviann«s Delete
& Distributed COM Users Rename
Event Readers > P "
g Guetswg
&% Hyper-V Administrators

Changes 10 a user's group membership

Add a0 7ot effective untl the next tme the

user logs on.

Click on the Add... button, enter the name of the QGrip System Account, press Check Names and

finally OK.
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