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1 Restore & Clone Jobs

The Restore & Clone (RC) jobs are needed for disaster recovery, moving/copying databases and
during migrations.

Recommended documentation

Doc-Tab Title

Jobs Jobs & Queues
Application | PostClone Script

The jobs are running from the Restore Clone (RC) queue.

The RC jobs can be requested for in the future and a Clone job can be repeatable.

2 RCJobs — Priority

When a Job is pushed on the Queue the priority will be determined. When several jobs have the
same ‘start after’, the job with the highest priority will be picked up first. The Priority is the sum of
the JobType priority and the Destination Environment priority.

Prio- Destination
Requested fﬂnﬂlt -

Restore 30 uction
Integration 5
Clone 20 e >
Import-Database e -
UnitTest 2
Develop 1

Examples:
Clone to Production Database: 30+ 6 =36
Clone to Acceptance Instance: 30+4 =34



3 Parallel Jobs

(*) AlwaysOn, all destination replicas.
All jobs will be prevented from starting as long as backup & maintenance jobs are running on the

destination Instance (AlwaysOn, all destination replicas). The jobs will also be prevented from
starting as long as another Restore / Clone job is running on the destination database.

4 Restore-Clone Jobs

Restore-Clone jobs are started from the Restore-Clone (RC) queue. Technically, the jobs do about
the same and they all restore a backup from a backup share but there are some differences.

After all of these jobs, the table “[dbo].[QGripDBHistory]” will be filled in the destination database
with a record of the executed job. If the table does not yet exist, it will be created.

Important
e No backup will be made of the Destination database prior to the Restore/Clone action.
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e The Destination database is set to SINGLE_USER prior to action and all users will be thrown
out (ROLLBACK IMMEDIATE).

e (QGrip does not in advance check if there is enough space available.

e Duration of Restore/Clone actions strongly depend on size backup files, speed of your disks
and network.

e Clone/Import of databases with FILESTREAM is not supported.

e Restore of databases with FILESTREAM has not yet been tested.

o Afull backup is always triggered of the destination database when the job has finished.

Pre-requests

5 Restore Database




Restore Types

Restore Type Description

Last Regular

Restore the last available regular (FULL, DIFF, TRAN) backup file.
AlwaysOn: FULL_COPYONLY, TRAN.

Point in Time

Restore database to certain Date/Time. Only possible if Database recovery

model is Full or Bulk-Logged and TRAN backups are available.

Choose File Choose the backup file you want to restore.
- . ~Restore Specification
rRestore Specification
. StartAfter  [2027-01-16 14:40 |
StatAfter 20210116 14:40 =]
Restore Type |PointinTime |
Restore Type |Lasftﬂeguiar ﬂ ;
I RestorelUntil  |2027-01-16 14:40 -
-_-_-.E-..-...':'- e EHMH{-
StartAfter  [2021-01-16 14:40 =
Restore Type |ChﬂﬂSEFiFﬂ l] |Rﬂgular Lj

| TestApp_P_20210116_143914_TRAN1m (1 MB) |

6 Clone Database

When a Clone job starts, Destination database needs to be online as information is collected from
the databases during the preparation.

Rename Data/Log files
The physical/logical data and log files are always moved/modified to the data/log directory of the
Destination Database and the names will be changed using <DestDB> as base.

File Type @ File Number New Physical Name New Logical Name Example

Data First File (N=1) | <DataDir>\<DestDB>.mdf <DestDB> DestDB

Data File N (N >1) <DataDir>\<DestDB>_N.ndf <DestDB> N DestDB_2

Log First File (N=1) | <LogDir>\<DestDB>_log.|df <DestDB> log DestDB_log

Log File N (N >1) <LogDir>\<DestDB>_N_log.Idf | <DestDB>_N_log DestDB_2_log
Recovery Model

After the Clone action database recovery model of Destination database will be restored.

PostClone Actions

Are described in separate section in this document.

6.1 Clone Database (Simple)




Clone Types

Clone Type Description

Last Regular

Restore the last available regular (FULL, DIFF, TRAN) backup file from Source.
AlwaysOn: FULL_COPYONLY, TRAN.

Point in Time

Restore database to certain Date/Time. Only possible if Source Database
recovery model is Full or Bulk-Logged and TRAN backups are available.

Choose File

Choose the backup file you want to restore from Source.

StanAfter  [2021-01-161519

StartAfter  [2021-01-16 15:19 R

Clone Type |Pqi:ﬂnTi-na

- Clone Specification

Clone Type |Last Regular =l

RestoreUntil |2021-01-16 15:19

StantAfter  [2021011615108  ~ |

Clone Type [ChooseFile ] [Regutar

| TestApp_P_20210116_150000_TRAN.m (1 MB)

6.2 Clone Database (After New Backup)




Clone Type Description

After New Backup | Make a new backup of source database and use that backup for the Clone.

Clone Specification

StartAfter [2021-01-16 15:19 -

CloneType  [AfleiNewBackup v |

BackupType [OIFF

6.3 Clone Database (Repeat)

Clone Types

Clone Type Description

Repeat Last Regular

Schedule the Clone Action Daily/Weekly/Monthly using the last
available regular (FULL, DIFF, TRAN) backup file from Source.
AlwaysOn: FULL_COPYONLY, TRAN.

Repeat Last DIFF/FULL

Schedule the Clone Action Daily/Weekly/Monthly using the last
available DIFF or FULL backup file from Source.




| | AlwaysOn: FULL_COPYONLY.

- ) EI 5 lﬁ - Ir "
StanAfter  [a02101161519 <] || SteAfer  [a2101161508 ]
CloneType [RepeatlastRegutar v| | CloneType |RepeatLastDIFF/FULL ¥ |

RepestEvery [ 23] [Wesks ~| RepeatEvery [ 13 [Months v |

Repeatable clones can only be requested by QGrip-Admin.

6.4 Clone Database (Multi-Phase)

Clone Types
Clone Type Description
Multi-Phase | Restore all available regular (FULL, DIFF, TRAN) backup file from Source.
AlwaysOn: FULL_COPYONLY, TRAN.
Every x minutes, restore all new TRAN backups.
Last phase, take new TRAN backup of Source and restore all new TRAN backups.

.~ Clone Specification
StatAfter  [2021.01-16 15:19
Clone Type  |Multi-Phase

Finish After [2021-01-16 18:00
Load TranLogEvery | 603 [Minutes |




Multi-Phase Clone can only be requested by QGrip-Admin.
Minimal downtime when moving/migrating databases.
Applications only need to brought offline during the last phase.
Last phase can be triggered manually.
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7 Import Database

mpeortDotabase Speciicati
‘StartAfter (202101161624 v |

‘Domain A0 3

e TS ] LestScan [202707161626%  _ReScan |

BackupFile [VMSQL2016STST_PushyT_20210116_162402_FULL bak 5|

Import-Database can only be requested by QGrip-Admin.

8 PostClone Actions

For both Clones and Import Database you can define “PostClone Actions” after the recovery of the
database by running scripts. If you Clone a database from Acceptance to Develop, the database
users (Acceptance) need to be replaced with the corresponding Develop users. If you Clone a
database from production to another environment you should also consider
Scrambling/Anonymising data that should not be visible in the destination environment. Check with

your security officer what your policy is concerning this topic.
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For more information on the Post Clone Script see Application: PostClone Scripts.
Here is a summary.

PostClone Actions Description

1. General Setting

This should be a global script for your whole organisation with
rules that should apply to all databases and environments. For
instance, always migrate the database to the current version of the
SQL Server instance.

2. Other Updates

Anonymising data, update config/parameter tables, change
environment dependant synonymes, etc.

3. Drop/Create Users

A Post Clone script to drop and/or create users.

2, 3 are per application.
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9 AlwaysOn

QGrip simplifies Restores, Clones and Import databases in an AlwaysOn cluster. The following
actions are automated:

If new logins are created in PostClone scripts, QGrip will automatically create them (with the same
SID and password) on all Replicas. If applicable, passwords will be added to the Password Safe for all
Replicas.

10 Multiple Domains

Clones (all clone types) and Import Databases across different AD-Domains is supported and fully
automated as long as the FileTransfer-Method is defined.

Clones
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Import Database

Only one Import Share in one domain is needed!

11 RestoreClone - Progress

When a Restore, Clone or Import-Database job is running, you will be able to see the Progress of the
job. A separate job will be triggered run every 5 minutes to see how far the Restore of the database
has come, and an estimate of time remaining will be shown. The progress can be found in the QGrip-
ul.
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Jobs | Trace Reports Wind¢
o Daily Check

» » RUﬂﬂil\g h

Select the RestoreClone tab page, this will enable the Progress button.
Select the row of the required job and hit Progress.

OMIADCVSQJNRDNMSV_P_CUQl -> |ADEVSQUIZ\ACC).[MSY_A _Core) -

[P la [t ]
_ Clese |

JobSuatus [Paceed wntl [202110-17 05.55.00
Progress check Restore-Datat LSt aber 3t trr; —
Progress |
Phase | Step |Lstener | Instance An% |RnTme |Uk |ExTme | Um | S|
» Create Logfie Headers |ADEVSQUIZWCC | 10000 0 Sec 2021
| 1| Check database exists: [MSY_A_Core] |ADEVsaLIZwce | 10000 0/Sec 201
1| Create Restore DestDatabase users sorpt | ADEVSQLIZACC 10000 | 2 Sec 22
] 1| Fl table BackaupFies |soevsauizwee| 10000 0 Sec |2
I 1| Checking BackupFies [ |sovsatizace| 10000 0 Sec |2
1| Create Restore Commands | ADEVSQLIZWCC | 100.00 0/ Sec 2021
1| Restore-Database | ADEVSQLIZACC | 10000 6 Sec 2021
O —————— 2|

In the Progress window you will be able to see what the job is currently doing and if you are
Restoring a large database an estimate will be given of how long it will take.
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